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Abstract

The global adoption of the Internet and World Wide Web has engendered the growth of
significant threats from computer criminals around the world. Computer crimes are costly, and
many appear to be perpetrated by computer hackers in foreign countries, particularly Russia and
Eastern Europe. These attackers often use malicious software, or malware, to automate attacks
and enable multiple forms of cybercrime. Recently, a great deal of attention has been given to a
new form of malware used by computer hackers called bots. This malware essentially takes over
an infected computer, allowing it to receive commands remotely. Bots are also bought and sold
in virtual markets operating out of Russia. Researchers have, however, only begun to explore the
prevalence and origins of this form of malware and its potential as an attack tool. Thus, this
study examined the social and technical aspects surrounding the creation, distribution, and use of

bots through both a criminological and computer science examination of bots and malware.

Specifically, 13 bots were captured in the wild and analyzed using honeynet technologies
to determine their utility and function in a simulated computing environment. The findings
suggest that these bots had a significant impact on system functionality by changing system
protocols, including adding and removing files. The bots also attempted to connect to command
and control IRC servers around the world, though the majority appeared to reside in the United
States. Five of the bots were able to connect to a command and control channel and received
commands to scan other systems online, participate in Denial of Service Attacks, infect another

system, and open communication sessions with other computers.

The creation and sale of bots and malware in the on-line black market were also
examined using a sample of 909 threads collected from 10 publicly accessible web-forums in

Eastern Europe and Russia. The findings suggest that a service economy has developed around



the spread of bots, including distributed denial of service attack providers, spam distribution, and
bulletproof web hosting. Malware is also available through these forums, such as trojan horse
programs, encryption tools, and iframe malware uploading and downloading services. Credit

card and identity documents were also readily available, along with hijacked ICQ numbers.

In order to better understand the social dynamics of this market, the normative orders of
this community were explored using grounded theory methodology. The results suggest that
three interrelated norms shape the relationships between buyers and sellers: price, customer
service, and trust. Price is critical as the cost of goods affect the likelihood that an individual
would be able to compete in the market. Customer service reflects the quality of products
available, discounts for volume purchases, and real time support to their customers. Finally, trust
refers to the lack of regulation within the markets, increasing the risk of engaging in a purchase
with a vendor. Individuals who demonstrate that they were trustworthy could gain clients, while

those who attempt to cheat other actors were publicly derided.

As a whole, this study demonstrates the key role that bots and other malicious software
play in the facilitation of cybercrime across the globe. Bots have various utility in the wild, and
receive commands from IRC channels around the globe. Though malicious software takes some
skill to create, the forums examined demonstrate that bot masters generate a profit from their
infrastructure by selling access to attack services that enables hackers of any skill to participate
in attacks ranging from Distributed Denial of Service attacks to spam. Thus, there is a
significant need to disrupt botnets and the markets that facilitate the distribution of malware and

hack tools.
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Executive Summary

The Internet and World Wide Web have dramatically changed the way people
communicate and do business around the world. These changes have far reaching consequences,
affecting business, banks, government, and home computer users. As a result of the growth and
penetration of computer technology, the threat posed by computer criminals has become
increasingly significant. Computer crimes are costly, and many appear to be perpetrated by
computer hackers in foreign countries, particularly Russia and Eastern Europe. These attackers
often use malicious software programs, or malware, that automate a variety of attacks and enable

different criminal acts.

Recently, a great deal of attention has been given to a new form of malicious code used
by computer hackers and attackers called bots. Technical analyses of bots indicate that they
operate around the world and can be used to facilitate all manner of computer and cybercrime.
Thus, they pose a serious threat to government, businesses, and computer users around the globe.
Furthermore, a small body of research suggests that bots and services generated from bots can be
purchased in open markets operating on Internet Relay Chat channels in Russia and Eastern
Europe. Researchers have, however, only begun to explore the prevalence and origins of this
form of malware and its potential as an attack tool. In addition, few studies have considered how
web forums may facilitate the sale and trade of bots and other malware. This study examined the
social and technical aspects surrounding the creation, distribution, and use of bots through a

criminological and computer science examination of multiple data sets.

Specifically, 13 bots were collected in the wild using a tool called MWCollect that can
capture the binary of the malware. Once obtained, each program was analyzed using honeynet

technologies to determine their functionality and activity in a simulated computing environment.



agents can more rapidly conform to the behaviors and processes of the market to identify key
buyers and sellers and gather information on active offenders through participation in these
forums. This will facilitate the collection of actionable intelligence, and develop profiles of key
buyers and sellers.

The data generated from these investigations can also be used to conduct stings affecting
both buyers and sellers in these markets. Undercover agents can purchase a good or service from
a seller and use this as a means to build a case against the individual and any of their known
associates. Arrests of single individuals in street crimes, however, appear to have little impact on
the operations of open air markets due to the freelance nature of sales and the range of available
locations to sell products. If this principal is applied to cybercrime markets, then the arresting
agency may be better served using any potential charges as a means to encourage cooperation on
the part of the offender in order to create a larger case against multiple sellers in a single forum,
or across multiple sites. This would facilitate a larger impact on the supply side of the
cybercrime market than may otherwise be observed with single arrests.

There may also be some practicality in attempting to disrupt these markets through
surreptitious use of the social processes that undergird the forums. In particular, trust between
participants is critical to establish an individual’s reputation, and maintain customers. When an
individual is accused of cheating, the exchanges can become heated and lead to disruption and
reduced social cohesion. Undercover agents operating under false identities in the forums could
make comments about the quality of a product or a seller’s actions. Posting bad reviews could
affect a seller’s reputation and, if repeated often, may lead to mistrust among participants and
network disruption. Such a measure may prove useful in affecting the organization and

relationships that undergird the cybercrime market.
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All of these investigative techniques outlined above require a significant financial
investment in federal law enforcement resources. It is imperative that financial resources be
allocated to the Secret Service, Federal Bureau of Investigation, and other federal agencies that
combat the problem of cybercrime. For example, the language barriers identified in the
cybercrime markets indicate the need for language training and translation services to properly
investigate websites and forum content. Additionally, funds are needed to engage in undercover
purchases of malicious software and hacking services to build cases against cybercriminals. The
computer and communications technology necessary to properly investigate cybercrimes also
requires significant financial investment. Thus, greater financial investments must be made at
the federal level to improve our capacity to investigate cybercrimes.

There is also a need for increased international collaboration in law enforcement agencies
to improve the response to cybercrime. The use of the Russian language in all of these forums,
coupled with the presence of job postings for positions in Russia and Eastern Europe, suggests
that the participants are either living in Russia or Russian speaking individuals living abroad. In
addition, several web hosting providers noted that their servers resided in Malaysia or other parts
of Asia. The varied locations of command and control servers in the botnet analyses also
indicate the global spread of botnets. As a result, it is necessary that the Department of Justice
and other law enforcement agencies carefully consider and develop improved extradition treaties
and frameworks to ensure cooperation across agencies, such as the Russian FSB and other
federal law enforcement agencies around the world.

Another important policy implication is the need for more stringent legal frameworks to
prosecute the creators of malicious software and individuals who sell access to these tools.

There are several laws in the United States pertaining to computer intrusions, identity theft, spam
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distribution, and intellectual property theft. The existing statutes do not, however, provide
punitive sanctions for the sale of malicious software, or of identity information. Developing
statutes that clearly elaborate these actions as illegal can improve the ability of law enforcement
and prosecutors to build cases targeting these actors. In turn, this may help to increase the risks
of cybercrime for actors and improve the power of federal prosecutors to pursue cybercrime
investigations.

Finally, the victims of malicious software play an important role in the prevention of
cybercrime. Zombie machines in botnets, as well as those who experience malicious software
infections facilitate a variety of cybercrimes. Individual computer users and system
administrators must take care to act as place mangers to prevent infection and protect their
machines. This is challenging given the limited knowledge of computer security principals
among home users, and the responsibilities of administrators and security personnel within
corporate settings. Steps must be taken to increase awareness among home users on the
potential vectors for infection and the importance of owning, updating, and regularly using
protective software. Increased collaboration between law enforcement agencies and private
industry is also needed to improve awareness of the corporate response to infection and attacks.
In turn, this can help to destabilize botnets and the platforms that engender spam and identity

theft.
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l. Introduction

The Internet and World Wide Web have dramatically changed the way people
communicate and do business around the world (see Furnell 2002; Jewkes and Sharpe 2003;
Wall 2001). These changes have far reaching consequences, affecting many facets of modern
life. Businesses depend on the Internet to draw in commerce and make information available on
demand. Banking and financial industries have implemented new technology enabling
customers to gain access to their funds and accounts with relative ease. Home computer users
around the globe can now use this technology around the clock with home-based high-speed

dedicated Internet access regardless of their familiarity and skill with computers.

As a result of the growth and penetration of computer technology, the threat posed by
computer criminals has become increasingly significant. In fact, the number of computer
security incidents reported to the US Computer Emergency Response Team (CERT) has grown
in tandem with the number of individuals connected to the Internet (Longstaff et al. 1997). Data
from CERTSs around the world also suggest that the number of computer attacks have increased
significantly since 2001 (Holt 2003). Computer crimes are also costly, as US businesses
incurred an average of loss of $289,000 per security incident in 2008 alone (Computer Security
Institute 2009). Many of these attacks appear to be perpetrated by computer hackers in foreign
countries, particularly Russia and Eastern Europe (Denning 2001; Taylor, Caeti, Loper, Fritsch,
and Liederbach 2006). Often, their intrusions are completed through the use of malicious
programs, or malware, that automate a variety of attacks (Denning 2001; Furnell 2002).
Malware constitutes a computer-focused crime, as they are generated by and function solely on
computer networks with no real world parallel (Wall 2001). These programs can cause a

significant amount of damage to computer networks, such as the Melissa virus which infected
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computers worldwide causing at least $80 million in damages (Taylor et al. 2006). In addition,
new variations and types of malware are being constantly created and identified every day

(Symantec Corporation 2003; Taylor et al. 2006).

One of the most prominent and damaging types of malware presently functioning on-line
are bots which enable an attacker to compromise and infect multiple computers at once (Bacher,
Holz, Kotter, and Wicherski 2005; Cooke and McPherson 2005; lanelli and Hackworth 2005;
Rajab, Zarfoss, Monrose, and Terzis 2006; Symantec Corporation 2003). Bots are distributed by
hackers through trojan horse programs or other methods to infect a computer system. Once a
machine is infected, the code then installs a bot program, making the machine a “zombie”
(Bacher et al. 2005; Cooke and McPherson 2005). This means that the computer can now
receive commands and be controlled by another user through Internet Relay Chat (IRC)
channels, which are a type of real time communication enabled over the Internet (Bacher et al.
2005; Cooke and McPherson 2005; lanelli and Hackworth 2005; Rajab et al. 2006). The
infected machine then surreptitiously contacts a pre-programmed IRC channel to wait for
commands from the bot operator. Multiple machines that are infected with this malware will
contact the channel, creating a botnet, or network of zombie machines (Bacher et al. 2005;

Cooke and McPherson 2005; Rajab et al. 2006).

The spread of bot malware can enable its operator to engage in a wide range of
cybercrimes, including the distribution of spam, phishing, and secondary malware distribution
(Bacher et al. 2005; Choo 2007; lanelli and Hackworth 2005; James 2005; Keizer 2005; Wall
2007). Botnets can also be used to perform Distributed Denial of Service (DDoS) attacks, where
each computer in the network attempts to contact a computer or server (Bacher et al. 2005;

Taylor et al. 2006). The target system becomes flooded with requests and cannot handle the
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volume, resulting in a loss of services to users. This is an extremely costly form of cybercrime
for companies, as they can lose millions of dollars in revenue if customers cannot access their
services (Computer Security Institute 2009).

Evidence suggests the number of nodes in a botnet can reach hundreds of thousands of
machines depending on the operator (Cooke and McPherson 2005; Dagon, Zou, and Lee 2006).
In fact, a 20 year old hacker was recently arrested by the Federal Bureau of Investigation for
maintaining a botnet with over 100,000 nodes (Goodin 2008). Due to the spread of infections,
zombie nodes appear to exist in multiple time zones across the world (Dagon et al. 2006). The
size of a botnet is critical, as the number of machines constitute a force multiplier for computer
attackers to leverage the power of thousands of systems to their needs (Bacher et al. 2005; Choo
2007). At the same time, they allow attackers to conceal their identities behind common
computer users who may be unaware that their machines are involved in cybercrime incidents.

Taken as a whole, bots constitute a significant threat to computer users around the globe.
In fact, bot infections in corporate environments cost an average of $345,600 per respondent in
2008 alone (Computer Security Institute 2009). While there is some knowledge on the ways that
bots are developed and operate, there is little research exploring the ways that bots are created
and their role within the attack resources of computer attackers. A recent study suggests that
access to existing botnets are sold in on-line black markets operating on IRC (Bacher et al. 2005;
Franklin, Paxson, Perrig, and Savage 2007; Thomas and Martin 2006). Many of these markets
operate out of Eastern Europe and Russia, and allow skilled programmers to create and profit
from the sale of new malicious code (Franklin et al. 2007; Thomas and Martin 2006).

Individuals sell access to their infected machines for a variety of attacks including spam and
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DDoS attacks (Bacher et al. 2005; Thomas and Martin 2006). As a consequence, these markets

enable a great deal of unskilled computer users to engage in cybercrime.

Few researchers in the academic community have, however, attempted to systematically
examine the creation, distribution, and attack functions of bots circulating on-line. This
information is vital to improve law enforcement and computer security responses to this threat,
though it requires a combination of social and computer science research. Thus, this study
examines the problem of bots and their role in the active hacker community through two
examinations. The first involves a technical analysis of bots using a tool called MW Collect to
capture bots that are active in the wild. Then, this malware was run in a honeynet which
provides a simulated environment to determine their attack potential and methods. This data
considers the functionality of active bots in the wild. In addition, a qualitative analysis was
conducted with a series of threads from publicly accessible web forums that facilitate the
creation, sale, and exchange of malware and bots. This data examines the role that bots play in
facilitating various cybercrimes and the utility of bots relative tools and tactics in the hacker
community. These two examinations provide significant insights on the methods and tactics of

bot masters, malware writers, and cybercrime in general.
Botnet Functionality and Use

In order to understand the botnet threat, it is necessary to consider their place within the
larger spectrum of malicious software. There are a variety of malware used by computer hackers
and criminals around the globe. For example, trojan horse programs are used by computer
attackers to distribute and conceal malicious code (Furnell 2002). The program is disguised as
some type of file or product that individuals would want to open. Once activated, the program

executes some form of malicious code, such as a virus. Viruses are programs written by
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individuals that modify programs or systems to perform various malicious functions (Kapersky
2003; Taylor et al. 2006). These programs can conceal their presence on computer systems and
networks and may be able to propagate themselves. Worms, however, do not involve as much user
interaction as other malware because of its ability to use system memory and self-replicate (Nazario
2003). Specifically, worms can spread across computer networks by utilizing system memory to send
copies of malcode to other systems that have a flaw allowing the code to activate. Humans can also
facilitate worm spread by also simply opening e-mails that have the worm code embedded in the file

(Nazario 2003).

These primary forms of malicious code have also been combined into one form of
malware called “blended threats” (Chien and Szor 2002; Gordon 2003; Taylor et al. 2006). The
use of blended threats by computer attackers has increased over the past few years, particularly
bots which enable an attacker to compromise and infect multiple computers at once (Symantec
Corporation 2003; Bacher et al. 2005). Initially, bot programs were created to act as an
automated agent for a user or program in order to simplify processes and actions (Choo 2007;
Rajab et al. 2006). Bot programs were designed primarily to manage Internet Relay Chat (IRC)
channel processes, such as generate automatic responses or block and remove actors from the
channel (Choo 2007). The functionality of bot programs were then co-opted by computer
hackers and exploited as a means to attack IRC channels (Choo 2007; Rajab et al. 2006).
Subsequently, they were combined with other forms of malicious software, such as trojan horse
and worm programs to facilitate distribution and exploitation of vulnerabilities to attack systems
globally (Choo 2007; Rajab et al. 2006).

Bot malware is delivered by hackers through a variety of mechanisms, most notably e-
mail attachments, infections via web browser exploits or through peer to peer file sharing
networks (see Bacher et al. 2005; Choo 2007; Cooke and McPherson 2005). In some instances,
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bot programs can also be installed through existing malware infections that provide backdoor
access to a victim machine (Choo 2007). Once the code is executed, the machine runs a
shellcode script that downloads and installs the bot program (see Bacher et al. 2005; Rajab et al.
2006).

The likelihood of infection can depend, in part, on the use of protective software
programs to reduce attacks against networked systems, such as firewalls, intrusion detection
systems, and anti-virus programs that detect and quarantine malicious software (PandalLabs
2007; Symantec Corporation 2003). For example, Sophos (2006) demonstrated that an
unprotected computer would have a 50 percent chance of becoming a zombie node of a botnet
within 30 minutes of being connected to the Internet. The value of protective software is,
however, moderated by the frequency with which they are updated and utilized. Recent studies
on malicious software indicate that security measures to prevent attacks may not be truly
effective (see Pandalabs 2007). Almost 25 percent of personal computers around the world that
use a variety of security solutions have malicious software loaded into their memory, compared
with 33.28 percent of unprotected systems (PandalLabs 2007). As a result, many computers and
individuals can be victimized despite the presence and use of antivirus and other protective
software programs.

The issue of protective software failure has particular salience for bot malware as they
can be packed, or compressed and hidden, to obviate detection by antivirus products (Choo
2007). Bot code can also be configured to disable protective software and patch the system to
reduce the likelihood that the machine will be further compromised by another hacker (Choo
2007; Dagon et al. 2007; Stewart 2006). Additionally, bot programs can be automatically

updated remotely by a bot master through a command and control, or C&C, system (Bacher et al.
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2005; Choo 2007; Dagon et al. 2007; Karasaridis, Rexroad, and Hoeflin 2007; Rajab et al. 2006).
The most commonly identified C&C method for botnets appears to be via an IRC channel hosted
on a compromised server that has been manipulated to reduce detection from administrators and
zombie nodes (Houle and Weaver 2001; Rajab et al. 2006). This may be due to the fact that IRC
was designed for rapid data dissemination directly across a wide number of machines. Thus, bot
masters can control a large number of infected systems through IRC with much more ease than
through other methods (see Dagon et al. 2007; Rajab et al. 2006).

Once a machine is infected with bot malware, the zombie nodes contact the C&C through
a server address provided in the executable file of the bot binary (see Bacher et al. 2005; Rajab et
al. 2006). The victim machine then identifies the IP address of the server, and attempts to
connect to the IRC channel. Bot masters may also utilize an authentication system, such as a
password, to limit other hackers from gaining access to their botnet (Rajab et al. 2006;
Karasaridis et al. 2007). Additionally, botnets appear to move the location of their C&Cs
frequently, as noted by Karasaridis, Rexroad, and Hoeflin (2007) who found that botnets spent
an average of two to three days in a single location.

If the victim machine is able to connect to the C&C channel, it will then execute any
command issued. Bots typically receive scanning commands to search for other machines on the
victim subnet, as well as data mining commands to identify information about the victim
machine (see Rajab et al. 2006). Download requests are also common, as a means to install other
malicious software or updates to the victim machines (Rajab et al. 2006). A small percentage of
botnets also receive attack commands, most notably flooding other systems to engage in
Distributed Denial of Service attacks (Bacher et al. 2005; Dagon et al. 2007; Rajab et al. 2006).

Spam is also regularly distributed through botnets, due in part to their ability to conceal the
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location and identity of the sender (Collins et al. 2007). For example, a study by Mathieson
(2006) found that 70 percent of spam related to penny stocks and other fraudulent information
was distributed via a botnet.

Zombie nodes within a botnet can also serve as proxies or launch points for a variety of
attacks, as the bot master can direct a variety of traffic through any computers in the network
(Rajab et al. 2006). Bot networks can also be used to host phishing sites and validate credit card
numbers, though this appears to account for a small percentage of actual bot use in the wild
(Bacher et al. 2005; James 2005; Rajab et al. 2006). Finally, botnets can be used to rapidly
distribute new viruses and malware across the Internet (Bacher et al. 2005; Choo 2007; Collins et

al. 2007; Provos, Mavrommatis, Rajab, and Monrose 2008; Rajab et al. 2006).

Malicious Software and Stolen Data Markets

In light of the significant utility and spread of botnets, it is critical to understand how and
why hackers create and gain access to these tools. Explorations of the hacker community
indicate that hackers exist within a subculture that values profound and deep connections to
technology (Furnell 2002; Holt 2007; Holt, Soles, and Leslie 2008; Jordan and Taylor 1998;
Taylor 1999). This subculture is also a meritocracy where others are judged based on their
capacity to utilize computers in unique and innovative ways (Holt 2007; Holt et al. 2008; The
Honeynet Project 2001; Jordan and Taylor 1998; Taylor 1999; Thomas 2002). Research
suggests they are driven by a variety of motives, particularly status, ego, cause, entre into social
groups (see Gordon 2000; Gordon and Ma 2003; Holt 2007; The Honeynet Project 2001; Jordan
and Taylor 1998; Taylor 1999; Wall 2007) and most notably economic gain (Furnell 2002;
Gordon and Ma 2003; The Honeynet Project 2001; James 2005). Hackers also have shifting

ethical beliefs of hackers concerning the consequences of their actions, as demonstrated by their
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willingness to share hacking tools and sensitive or fraudulently obtained information in public
outlets on-line (Furnell 2002; Holt 2007; Holt and Kilger 2008; Holt et al. 2008; Jordan and
Taylor 1998). Thus, developing and releasing a highly functional program like a bot is a sensible
act for a hacker as they may gain respect and status among their peers, and some recognize they
may be able to capitalize on their skills to generate a profit.

To that end, there is growing evidence that a marketplace has developed, particularly in
Internet Relay Chat (IRC) channels, for stolen data, malicious software, and phishing resources
to be sold (Franklin et al. 2007; Honeynet Research Alliance 2003; Thomas and Martin 2006).
Specifically, the channels allow hackers to sell or request credit card numbers and financial
information obtained through phishing, database compromises, and other means. Research
suggests hackers sold credit card and bank accounts, pin numbers, and supporting customer
information obtained from victims around the world in lots of tens or hundreds of accounts
(Franklin et al. 2007; Honeynet Research Alliance 2003; Thomas and Martin 2006). Individuals
also offered cash out services to obtain funds from electronic accounts, as well as checking
services to validate accounts and their available balances (see Franklin et al. 2007; Honeynet
Research Alliance 2003; Thomas and Martin 2006). Spam and phishing related services were
also available in IRC channels, such as bulk e-mail lists to use for spamming and email injection
services to facilitate responses from victims. Some sellers also offered spam distribution and
Distributed Denial of Service (DDoS) services, as well as web hosting on compromised servers
(see Franklin et al. 2007; Honeynet Research Alliance 2003; Thomas and Martin 2006).

The development of these markets facilitates cybercrime by making technical or complex
attacks available as a paid service (Franklin et al. 2007; Honeynet Research Alliance 2003;

Thomas and Martin 2006). The channels are, however, risky as individuals may not receive the
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products that they pay for, or obtain invalid or useless data. As a result, IRC markets attempt to
identify trustworthy participants, and refer to sellers who demonstrate honesty and reliable
products as “verified sellers” (Franklin et al. 2007). Participants in these markets regularly lose
funds from dishonest sellers who conduct fraudulent transactions. These sellers are referred to as
rippers, as a reflection of the fact that their activities “rip off” customers (Franklin et al. 2007).
Beyond these labels, there appear to be few internal regulatory mechanisms for participants in
these channels. As a result, they may be vulnerable to certain methods of destabilization, such as
using complaints against sellers as a means to sew distrust between participants (see Franklin et
al. 2007).

Though these studies emphasize that there is a burgeoning marketplace for hackers to
dispose of information obtained through compromises, few have considered the products,
structure and content of markets that operate outside of IRC channels, and what commonalities
exist across these settings. For example, web forums operate throughout Russia and Eastern
Europe as a means for hackers to connect with others and obtain goods and services to facilitate
hacking (see Basher et al. 2005; Holt et al. 2008; Taylor et al. 2006). In order to understand the
role that forums play in the creation, distribution, and sale of bots and malicious software, this
study utilized a qualitative analysis of 909 threads from 10 active web forums in Russia and
Eastern Europe that are involved in the creation, sale, and distribution of malicious software.
The findings provide insights on the resources and information available, as well as the cost of
goods and services in these markets. Additionally, this study considers the social dynamics that

shape relationships between buyers and sellers in these forums.
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Rationale for Research

Taken as a whole, it is clear that bots play an important role in the facilitation of
cybercrimes. The creation and distribution of these tools appears to be driven by an economic
imperative among hackers. There is, however, a need for further research to systematically
examine the technical and social dynamics that drive the creation, distribution, and use of bots
and malware. Exploring this phenomenon in tandem can clearly elaborate the motives and utility
of bots and malware creators and users. Additionally, the findings can illustrate the economic
and personal risks that computer users around the world face from this problem, as well as
improve the law enforcement and computer security policy and response. This study utilizes
both information technology and criminological research methods to examine the social and
technical aspects of bots. First, a technical analysis of 13 bots gathered in the wild is examined
to understand their attack potential and methods. This data provides information on the

functionality of active bots, and their utility for cybercrime.

In addition, a qualitative analysis of threads from 10 publicly accessible web forums that
facilitate the creation, sale, and exchange of bots, malware, and stolen data was conducted. This
research examines the prevalence and cost of malicious software, hacking services, and stolen
data in the market, as well as the exchange of information and free programs that engender
cybercrimes. Furthermore, this study considers the social dynamics and subcultural norms that
shape the relationships between actors within this environment. The findings improve our
knowledge of the utility of bots and other malware to compromise computers and engage in a
variety of cybercrimes across the world. The results from both analyses are used to develop

strategies to reduce the prevalence and incidence of cybercrime.
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I1. Methods

The technical and social research processes used in this study provide a thorough and
comprehensive examination of bots in order to improve our understanding of this unique and
increasingly significant form of computer attacks. Each method is discussed in detail below.

BOT ANALYSES

The technical component of this project utilized the honeynet testbed located at the
University of North Carolina at Charlotte as it provided a real world environment to perform
various network security related activities (see The Honeynet Project 2001). A variety of open
source tools and technigques were used to analyze bots and their malicious traffic. This involved
a four stage process beginning with bot collection, then a closed environment traffic analysis to
initially examine the bot, and finally open environment traffic analyses to determine how the bot
interacts with other live computers on the Internet.

Tools Used in Architecture

In order to understand the techniques of this analysis, it is necessary to consider the tools
used in this research. The primary tools used to obtain bots for this analysis were Nepenthes and
the Mwecollect alliance collection tool. Nepenthes is a low interaction honeypot that captures
bots and other malware by emulating vulnerabilities. When an attacker scans for vulnerability,
Nepenthes will trick them into thinking they have discovered a real machine on a network with a
real vulnerability (Bacher et al. 2005). Once the malware is downloaded on the machine, it is
saved and not executed. The Mwcollect Alliance tool was developed and is managed by the
German Honeynet Team and is a central collection place for malware. Most of the malware was

collected using Nepenthes and is uploaded either automatically or manually to the collection
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server. Currently there are over 20,000 instances of malware from all over the world on this
server.

The Truman Sandnet was then used to run malware in a closed environment. The
sandnet is comprised of a Linux server and a Windows client. The Linux server has fake servers
to emulate the Internet. It records traffic associated with each binary and has a queue where
malware can be loaded and ran in a first come first serve manner. The Windows client is booted
by the Linux server’s emulated network and it runs the malware that is in the Linux server’s
queue. Each run takes about 30 minutes and after it runs the packet capture data is stored on the
system for further analysis.

The open environment traffic analysis was performed on our implementation of a
honeypot with a monitoring device called a honeywall (The Honeynet Project 2003). The
honeywall records all network traffic in and out of the honeynet network. All traffic out of the
network is considered malicious since no one should be using the machines inside the honeynet.
Mechanisms are also in place to thwart any significant involvement in a network attack from the
honeynet environment. Thus, this resource allows a bot to connect to the larger network and
receive commands from the bot master, but not participate in any actual attack.

The honeypot used a Windows XP Service Pack 1 image, as this is a relatively vulnerable
system to attack. This image could be removed and reinstalled with minimal difficulty on the
part of the research team. A number of other software tools were used in the analysis to examine
the infected windows image and potential network traffic created by the bot. Sebek was used as
a key logger for the image the bot was being ran on. Sebek is able to capture the processes used
by the bot, such as svchost.exe, ftp.exe or cmd.exe. The program Perileyez was used to provide

an md5sum of the image before and after running the bot. The bot was allowed to run for five to
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ten minutes before taking the final Perlieyez image. This information allowed the researchers to
identify any processes, services, and ports affected by the bot. Wireshark was used to analyze
the network packets generated by the bot. InstallWatch was also run on the image as a back-up
if Sebek happened to fail, as this tool generates reports that show programs installed and changes
to the registry. Finally, two anti-virus engines were also used to help classify the bots captured.
Specifically, Norton 10 Corporate and ClamAV software were used as a means of triangulation
in identifying the malware.
Implementation of Tools

There was a four step process used to analyze the bots captured in this project. The first
step was to collect a bot through a Nepenethes sensor. The research team collected thousands of
bots using Nepenethes. This sensor emulated modules within the Windows XP services, due to
the large number of Windows machines currently connected to the Internet. This limits our
findings to Windows systems only, though they comprise the largest percentage of systems
online at any given time (Bacher et al. 2005). Consequently, this provides a more representative
sample of malware than those bots designed to target Mac or Linux systems. Once the malware
was downloaded to Nepenthes, its md5sum, timestamp, source, and protocol of the download
were collected. This information was used to track and catalogue the bots. In fact, there were
thousands of bots captured through this method.*

The second step in the analysis process involved analysis through the Truman Sandnet
system to determine its functionality. The Truman Sandnet program allows the bot to be run off-
line to record the embedded strings and determine its capabilities. This may include dictionaries

for dictionary attacks, IRC commands for bot controllers and hard coded DNS addresses to

! One of the pieces of malware included in this sample was not technically a bot, but rather a trojan designed to
facilitate the installation of adware on an infected system. This malware mimicked the actions of a bot, and was
therefore included in this sample.
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connect to certain command and control centers. In addition, the program uses a perl script that
simulates attacks using commands found in the strings. Using this method, a command can be
issued to the bot on the Windows part of the sandbox from one of the emulated servers in the
Linux part of the sandbox. The bot will then attempt to perform the requested command and all
the traffic it generates is captured on the Linux part of the sandbox for further analysis.

The third portion of the analysis utilized the honeynet to connect the bot to the Internet.
After running the bot through the Sandnet program, it was then installed on the Honeypot, or
single machine within the honeynet so that it can safely be connected to the Internet. This
honeypot was connected to a honeywall that monitors all its traffic in and out of the system. A
connection limiting constraint was placed on the honeywall using the Linux IP tables firewalling
system so after a predetermined amount of packets going outbound from our honeypot was
recorded, the rest of the packets were be dropped. This kept the zombie node from participating
in attacks against other systems. After the bot was installed on the system it attempted to call
back to its command and control hub. Once the connection was established all transmissions
between the honeypot and other machines were recorded using a program called Sebek that runs
in the kernel and records commands sent to the honeypot before it goes through encryption.

Finally, after the bot ran for a one to two week period, it was shut down and all the traffic
generated was analyzed. This data was recorded in Pcap format so it could be easily read by
automated analysis tools such as Tcpdump and Wireshark. These programs enable more
accurate and rapid data analysis, and can be examined by multiple researchers to consider the

functionality of these programs. Thirteen bots were run through these procedures from April to
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December 2007 (see Table 1 for detail).? The bots in this analysis were selected based on their
activity within the Sandnet, as they appeared more active than the other malware collected. They
provide a convenient, yet purposive sample, in light of the volume of malware collected. The
findings of this research are presented in detail below, describing the command and control
channel locations, functionality and activity within the honeynet.

Table 1: Descriptive Data on Bots Run Through the Honeynet

Bot Observation Period AV Classification

1 4/30/07-5/11/07 W32.Spybot.Worm
Worm.SdBot-500224

2 5/12/07-5/25/2007 W32.Spybot.Worm

3 5/22/07-5/29/2007 Worm.SdBot-500224

4 7/2/07-7/5/07 W32.Spybot.Worm

5 7/9/07-7/12/07 Trojan.SdBot-6530

6 7/16/07-7/23/07 None

7 7/16/07-7/23/07 TR/CryptExe.A

8 7/17/07-7/23/07 Backdoor.rbot.xfv

9 8/21/07-8/26/07 Trojan.Vundo

10 10/8/07-10/15/07 Dialer.Trafficjam

11 10/16/07-10/29/07 W32.IRCBot

12 11/6/07-11/12/07 Trojan.SdBot-6699

13 11/26/07-12/3/07 Trojan.SdBot-4953

2 Due to time constraints and system errors, the analyses presented are limited to 13 bots. Others were collected and
run, but a catastrophic data error caused their log files to be lost completely. Thus, the findings are limited to this
window of time.
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QUALITATIVE RESEARCH

The second component of this study involves a qualitative criminological examination of
active malware markets and forums that facilitate hacking on-line. The research team developed
a sample of six publicly accessible web forums that trade in bots and other malicious code, as
well as four forums that provide information on programming, malware, and hacking.
Regardless of the information provided, these forums act as on-line discussion groups where
individuals can present issues or discuss problems. They are composed of threads which begin
when an individual creates a post within a forum, asking a question or making a statement.
Other people respond to the remarks with posts of their own that are connected together to create
threads. In this way, threads are composed of posts that center on a specific topic under a
forum’s general heading. Since posters respond to the ideas of others, the exchanges present in
the threads of a forum demonstrate relationships between individuals. This data is critical to
understand the ways individuals become established and reliable actors in malware markets, as
well as the methods of sellers and buyers. The content also provides concrete detail on the
quantity, quality and price of bots, malicious software, and other services sold and the payment
methods used. Finally, this data provides pertinent information on the ways that malware is

created and developed through collaborations with others.

The sample of forums was collected via a snowball sampling procedure. Specifically,
two English language forums were identified through google.com using the search term “bot
virus carder forum dump.” After exploring the content of threads from these two sites, six other
Russian language forums were identified via web links provided by forum users. In fact, most
participants in forums involved in the sale and trade of malware communicate using the Russian

language (see Thomas and Martin 2006). Thus, a sample of threads from each of these forums
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was examined by a native speaking Russian research assistant to ensure the content was focused
on the sale and exchange of malware. Four additional Russian language forums were identified
through links provided in these sites to create this sample of ten forums. Six of these forums
focus exclusively on either open sales or requests for malicious software, hacking tools,
cybercrime services, and stolen data. The remaining four forums provide a mix of sales,
information sharing, and resources to facilitate hacking and malware creation. These forums
were included in the sample to better understand the skills and abilities needed to create malware

and engage in hacking.

Within these 10 forums, all of the available threads were downloaded and saved as web
pages. There was a significant volume of information obtained, though we selected the first 50
threads from each forum to be translated from Russian to English. A certified professional
translator was identified who translated the first 50 threads from eight of the 10 forums.
Additionally, 25 threads from forum 06 and 21 threads from forum 05 were translated. Due to
limited availability and duplicate translations in some of the forums, a native Russian graduate
student was identified who translated additional content.®> This student translated an additional
150 threads from forums 03 and 04, and an additional 138 threads from forum 05. Further
content was translated from these three forums as they were very active and can provide greater
detail on the activities and practices of actors within malware markets. Duplicate threads were

translated to determine interrator reliability, which appeared high across the two translators.

A total of 909 threads were derived from this convenient, yet purposive sample of ten
forums. The threads were composed of 4,049 posts, which provided a copious amount of data to

analyze (see Table 2 for forum information). Moreover, the forums had a range of user

® The graduate translator provided translations from seven forums: six threads from forum 02; 150 from forums 03
and 04; 138 from forum 05, 25 from forum 06, one from forum 07, and one from forum 09.
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populations, from only 35 to 315 users. These threads span a four year period, from 2003 to
2007, though the majority of threads were from 2007. This is concurrent with the timeframe of
the bot analyses, thereby providing a more robust exploration of bots and their use among
hackers relative to other malware and hacking tools.

Table 2: Descriptive Data on Forums Used

Forum Total Number Total Number User Timeframe
of Strings of Posts Population  Covered

01 50 183 88 6.00 months
02 50 164 50 20.00 months
03 200 1203 315 10.75 months
04 200 812 273 12.50 months
05 159 369 153 6.75 months
06 50 251 82 36.25 months
07 50 379 116 29.50 months
08 50 291 95 36.00 months
09 50 172 35 10.50 months
10 50 225 95 1.50 months
Total 909 4049 1302

The translated threads were then printed and analyzed by hand to consider both the
prevalence and cost of products and services bought and sold in these forums. A content
analysis was conducted to identify products, resources, and materials either sold or sought out in
these markets. Ad content was coded based on the detail provided. A post was coded as a sale if

77 &k

an individual stated that they were “selling,” “offering,” or otherwise providing a service.

Requests for products were coded based on the language used, such as “need a,” “buying,” or
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“seeking.” Each item either requested or sold was coded individually, such that an advertisement
selling both a piece of malware and a spam database were coded as a single spam database and
malware. Thus, the number of advertisements is larger than the overall number of threads where

they appeared.

Services were coded into categories based on the content of the ad. Specifically, any ad
that provided a service, such as the delivery of spam, web hosting, and hacking was coded as
“cybercrime services.” Ads related to malicious software, including bots, trojans, and iframe
tools were coded as “malware.” Individuals buying or selling credit card account information,
records from keystroke logs on compromised machines, and other resources were placed into the
category “stolen data.” The tag “1CQ numbers” were used for ads by individuals who sold or
requested ICQ numbers for their personal use. Any advertisement that appeared to be for
legitimate products such as computer hardware or software, video game resources, legitimate
security or programming services, and other products were placed under the tag “Other
Services.” Finally, there were a range of tools that were made available to forum users for free.

Any thread or post related to a free program was placed under the tag “free tools.”

The subcultural values and norms that structure the market and relationships between
actors were assessed using grounded theory methodology (Corbin and Strauss 1990) and the
concept of “normative orders” (Herbert 1998: 347). Normative orders are a “set of generalized
rules and common practices oriented around a common value” (Herbert, 1998: 347). An order
“provide[s] guidelines and justifications” for behavior, demonstrating how subcultural
membership impacts actions (Herbert, 1998: 347). This gives a dynamic view of culture,
recognizing that individual behavior can stem from individual decisions as well as through

adherence to subcultural values. Normative orders also provide for the identification of informal
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rules considered important by members of the subculture because of the values they uphold.
Furthermore, this frame allows the researcher to recognize conflicts in the subculture based on
the presence of contradicting orders (Herbert 1998).

Herbert (1998) provides little guidance on how to actually measure normative orders, but
identifies them through qualitative examination and consideration of the attitudes, beliefs, and
perceptions individuals hold about their behaviors as demonstrated through verbal and non-
verbal communication. Holt (2007) utilized posts from web forums and interviews with hackers
to perform a similar hand-coded ethnographic exploration of the normative orders of the hacker
community using grounded theory analyses. This study proceeds in the same fashion as Herbert
(1998) and Holt (2007), by using grounded theory methodology to identify normative orders
through hand coded analyses (Corbin and Strauss 1990).

Grounded theory analyses utilize a three-stage inductive methodology that is particularly
useful as it permits the researcher to develop a thorough, well-integrated examination of any
social phenomena (Corbin and Strauss 1990). Any concepts found within the data must be
identified multiple times through comparisons to identify any similarities (Corbin and Strauss
1990). Specifically, grounded theory analyses begin with open coding where all data is placed
into specific events or incidents, then labeled and grouped into categories and sub-categories
using a specific identifying tag (Corbin and Strauss 1990). For example, terms such as
trustworthy, reputable, or cheat were labels used to identify different seller within these forums.

The second phase of axial coding involves testing the relationships between categories,
subcategories, and the data itself to further develop the identified concepts (Corbin and Strauss
1990). Each tag was re-read and recoded to identify unique elements or subcategories in the

tags. For example, the repeated appearances of terms like cheat or reputable across the forums
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were examined further and the negative or positive context of these terms examined to discern
their value in the context of purchases and exchanges. Also, certain passages were removed or
placed under new headings during this phase because they were not relevant to their initial

category.

Then the final selective coding phase began to determine how any categories or
subcategories from previous stages could be linked to a “core category” of the phenomenon
under study (Corbin and Strauss 1990: 14). All axial coded tags from each forum were analyzed
to understand the relevance of subcategories evident across the forums, and establish the key
orders of the subculture. For instance, the terms identified in previous coding demonstrated the
value of trust in the markets as a way to reduce the likelihood of receiving bad goods or losing
money which structured forum users’ attitudes and actions. Thus, grounded theory methodology

engenders the inductive identification of norms and values in this qualitative data.

I11. Results
BOT ANALYSES

In examining the bots, there were several unique system-level affects that the malware
had on the Windows image in the honeynet. When loaded on to the Windows image 10 of the 13
malware (77%) directly affected system processes by adding, deleting, and/or changing files.
Specifically, these programs added or changed files, largely adding the malware executable to
the system (see Table 3 for detail). There were 10 unique executables identified, and one variant
of a program in this sample of malware (see Appendix 1 for detailed descriptions of each bot).
Specifically, these programs include agldoc32.com and the variant agldoc32.com-up.txt,
angmang.exe, csrs.exe, dsrss.exe, Ehncze.exe, Issas.exe, mswindll32.exe, spoolsv.exe, tray.exe,
and wuaumgrl.exe. In addition, four of the bots loaded executables into the prefetch directory of

the system. The prefetch directory is a component of Windows XP systems’ memory manager
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designed to increase the speed of the windows boot process and application launch times (Steel
2006). Placing an executable in the prefetch directory may enable rapid and seamless

installation and execution of malware upon system booting.

Table 3: System Processes Affected By Each Bot

Files Files DLLs DLLs Services Services

Bot  Added Changed Added Removed Added Changed
1 1 0 12 1 0 0
2 6 21 21 0 0 0
3 0 0 0 0 0 0
4 1 0 0 0 2 0
5 4 0 0 0 3 4
6 1 0 7 1 0 0
7 0 0 0 0 0 0
8 0 0 0 0 0 0
9 1 0 6 0 0 0
10 3 0 10 0 0 0
11 2 0 11 0 0 0
12 2 0 6 0 0 0
13 2 0 8 0 0 0

Eight of these programs removed or added new dlls, or Dynamic Link Libraries, to the

system. A dll is a library that contains code and data that can be used by multiple programs at

36



once as a way to use memory more efficiently (Steel 2006). Additionally, dlls allow programs to
be loaded more quickly, as they can be broken down into components recognized and accessed
only when used (Steel 2006). The fact that these malware added dlls suggests that they may be

operating more efficiently than other programs.

Finally, only two of the malware analyzed affected system services. One bot added two
new interrelated services: the first was a remote access connection manager that allowed an
outside user to connect to the system, while the second was a telephony service that controlled
all dial-up internet connectivity, and some cable internet access. These additions indicated that
this bot was designed to manage zombie node Internet connectivity and possibly use zombie
nodes as proxies. The other bot stopped four system services, including the software firewall,
security center, and remote registry. In this way the bot was trying to make the machine more
vulnerable to other attacks. This bot also added the same telephony and remote access manager

programs. Thus, these two pieces of malware had a significant impact on the Windows image.

Four of the malware (31%) were also obfuscated by packers. A packing program
compresses the size of a file so that it is initially smaller, though it can be unpacked once opened
to resume to the normal size (Steel 2006). Two of the four packers used were identified as
PECompact 2.x and ASProtect 2.1x SKE respectively. Both of these programs were legitimately
created and sold on the open market and are not related to malware. The fact that the other two
programs could not be identified suggests they may have involved some packing tools available
in the hacker community (see also Dagon et al. 2007; Rajab et al. 2006).

All of the malware analyzed attempted to connect to a command and control server,
though only nine were able to successfully log in to the channel. Of the bots that connected, they

demonstrated the credentials used by the zombie node to connect to the channel. In fact, four of
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the channels used a password, which consisted of relatively simple phrases, including “spy,”
“FAST,” “Dpass,” and “p00n3d.” These simple passwords provide a degree of protection for the
channel and may aid the bot master in keeping other from accessing the bot (Kassardis et al.
2007; Rajab et al. 2006).

Two of the bots analyzed also attempted to download additional malware from
independent websites. These attempts included the programs spy.exe from nerashti.com and
bb2.exe from the website californaisaabs.com. The download from californiasaabs.com is
interesting, in that this appeared to be a legitimate business website. As a consequence, the site
may have been part of a larger compromise against the web server hosting this site to place the
malicious code on that page. This may have been orchestrated by the botmaster for this program
as a means to conceal updates for the bots to improve their functionality (see also Rajab et al.
2006).

While analyzing network traffic, 17 domain names were extracted from the bots and
validated through network registration information for each domain through whois records.
Fifteen of these names corresponded to the location of the Command and Control IRC servers,
though some addresses did not successfully resolve. This may be an indication of short lived
Command and Control channels as noted in previous research on botnets (e.g. Kassardis et al.
2007). The threats appeared to come from a handful of countries based on data obtained from
whois records in Figure 1. The overwhelming majority, however, were hosted in the United
States, suggesting that there is a need to better secure networks from becoming part of a
command and control node. The domain names identified also provided point of contact

information for the registered domain names, though there was no way to verify the actual user
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who registered each domain. The contact information provided may, however, be the
information for the owner of a compromised server, or falsified information from a criminal.

Figure 1: Location of C&C Site

While nine bots connected to a command and control server only five received

commands from the actual server. The tasks given by these five bots were varied, and may have
been used in actual attacks. For example, one of the bots attempted to set up a NetBIOS session,
which would allow for seamless communications between multiple systems (see Steel 2006). A
second bot received requests to port scan other machines connected to the subnet. A third
received requests to participate in a DDoS attempt against a specific IP address. The fourth
installed a copy of the executable operating the bot on another machine within the subnet,
thereby spreading the infection. The final bot connected with a remote computer and attempted
to open a variety of connections on five separate ports. These connections enabled the computer
to gain access and communicate with the other system through NetBI1OS protocols. Thus, the
bots in this sample appeared to receive a number of requests in line with some other studies of
this malware in the wild (e.g. Rajab et al. 2006). The findings also suggest that bots have unique

utilities for cybercriminals and exist in systems around the world.
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QUALITATIVE ANALYSES

In order to understand the dynamics of malware markets and forums, it is critical to first
consider how advertisements were created and the process of buying and selling malware and
services. The following section details the structure of the market, using quotes from the data
where appropriate.

Structure of Forum Markets

The forums identified in this study comprised an interconnected marketplace that is
composed of unique threads that act as an advertising space. Specifically, individuals created
threads posting their products or services to the rest of the forum. Alternatively, posters could
describe in detail what they were interested in buying or acquiring on the open market. Both
buyers and sellers provided as thorough a description of their products or tools as possible,
including contact information, pricing information, and payment methods. Actors within these
markets communicated primarily through the instant messaging protocol 1CQ or e-mail, as they
can be encrypted to protect both participants during the sales process. Some also used the
private message, or pm, feature built into to each forum. Private messages ensure quick contact
and act as an internal messaging system for each site, though they may not be as secure.

Prices were stated in either U.S. dollars or Russian rubles, along with the desired method
of payment through some web-based monetary system. Forum users regularly paid for their
goods and services using WebMoney [WM] or Yandex as noted in the following post from the
ICQ seller Creator:

1. Money first, numbers later
2. 1 work only from Yandex Money and WebMoney.

Course:

1 unit [ICQ Number] =26 wmr [Web Money Rubles] =$1 [U.S. Dollar]
1unit=26 Yandex rubles
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Prices listed using the abbreviation wmz indicated that the seller would accept Web Money
payments in U.S., or z, currency. This was demonstrated in a post by Statement who offered
databases for spam and identity theft:

I’m selling databases of postal clients for 700thous users 20WMZ, for 15 thousand users

7 WMZ (mail address_login_password). Spam database for 1 mil users for 15 WMZ,

700thou users 10WMZ. . . Payment by webmoney

The use of electronic payment systems may be due to the fact that they allow relatively
immediate payments and require no face-to-face interactions between the participants. This
provides a modicum of privacy and anonymity for the participants, but creates the possibility that
they may not receive the goods for which they provided payment. As a consequence, four of the
forums identified in this sample offered or discussed payment services through guarantors. A
guarantor is a specialized payment mechanism that can be used to deal with individuals who may
or may not be trustworthy. Given that the majority of the products and services offered in these
markets are illegal or can be used to break the law, participants have little legal recourse if they
are slighted at some point in their exchange. Access to a guarantor service is an important way
to ensure transactions are successful and complete. Guarantor services were best described by an
individual named Chackrat, who offered his services:

About what a guarantor is:

A guarantor is an intermediary in transaction. When you use a guarantor services it is
impossible to get ripped off.

Work scheme:
The seller and the buyer get in touch with one of the representatives of the guarantor
service by icq and they come to agreement on the EXACT terms of the transaction.

When agreement has been reached, the buyer gives the guarantor the amount of the
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transaction (or as it was shown in the contract) +0.8%(commission by WebMoney.

The Seller gives the goods to the buyer, after examining the quality of the goods, the

buyer advises that the seller can give the money, and the guarantor gives the money.

Commission is not charged by the guarantor.

In order to avoid any mishaps:

The ICQ of the guarantors are ONLY THOSE shown above, and there are no others.

If you have any doubts, ask the guarantor to send you a PM [personal message] on the

forum.
This post demonstrates the value of guarantors to minimize the potential risk of loss that an
individual may incur. The presence of such a system may be an indicator of greater organization
and sophistication within these markets relative to the others in this sample. It may also simply
reflect variation in the overall nature of each forum. This was demonstrated in an exchange in
the forum 10, where an individual requested a custom made trojan and specified that payment
work through a guarantor:

Granted: I'm buying a trojan (switch of html pages). 15k.

I want to buy a ready to use tool, or to custom order one from a person with

EXPERIENCE. ..

Contact Icq: [number removed]

If there is not enough experience, then don't waste my time and yours, just pass on by.

Fraud artists and those looking for something for nothing can pass on by, I'm buying

CODE after testing, the transaction is possible using a guarantee.

Starting price 15Kk.
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Zaphos: The guarantor is on [a separate forum] - this is the forum administrator, a trusted
person, to whom you will send the virus. The Guarantor tests the virus according to the
scheme provided by the customer. After confirmation, the customer sends the money.
Thereafter the guarantor pays the developer, and sends the goods to the customers. 3-5%
of the transaction is usually charged for this.

Only as I understand it, there is not guarantor here [in forum 10].

Granted: We can figure something out with a guarantor, if you really have such a

product - we'll definitely reach an agreement.

This exchange suggests that guarantors have a place within these markets, though they are not
present in every forum. Instead, the majority of forums in this sample appear generally open,
enabling individuals to advertise their products directly to others with little regulation or
constraint. Thus, malware buyers can select who they purchase goods and services from and in
specific quantities. From this perspective, the markets identified in this sample share some
common traits with open air drug markets (Jacobs 1999, 2000) or direct hawking markets for
stolen goods (Cromwell, Olson, and Avary 1991, 1993; Schneider 2005; Stevenson, Forsythe,
and Weatherburn 2001; Sutton 1998; Wright and Decker 1994).

Though there were no actual public transactions of goods for money observed in the
forums, posts from buyers and sellers gave some indication of how this process operated. An
interested party contacts the individual who is either seeking or selling something via ICQ or e-
mail. The parties negotiate what they need or require, and then payment is provided. It is
important to note that several sellers specified that payments must be made in advance of any
service or product being rendered. The entire sales process was demonstrated in a post from

sanction who offered to encrypt trojans and malicious software:
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You know me [contact me] in ICQ and obviously explain what | need to do. . . After that,

as soon as | complete your order, you transfer money into my WebMoney purse. After

that, you receive the product. . . To familiars (at least exchange couple of words in ICQ) I

will give the product first. For all the rest, we work based on the scheme: money first,

and then chairs after.
This post emphasizes the importance sellers place on receiving payment for their resources,
which introduces the potential for buyers to lose money should a good or service not be
delivered. The unregulated nature of the market also provides no real leverage for a buyer
should they be ripped off. As a result, the sales process appears to favor sellers rather than
buyers. This relationship is also evident in open air drug markets, where individuals may be
robbed or receive poor products and have few regulatory agencies to turn to for assistance
(Jacobs 1996, 2000; Jacobs, Topalli, and Wright 2000). Thus, there may be some significant
relationships between real world criminal markets and virtual crime markets. The goods that are
offered are significantly different, and will be explored in detail in the next section.

PRODUCTS, RESOURCES, AND INFORMATION

In examining the forums, it was apparent that individuals posted goods and services that
could used for legitimate or illegal purposes. In fact, 630 of the 722 ads either selling or buying
a service involved a tool, service, or data that could be used to engage in cybercrime or some
other illegal activity (see Table 4). Additionally, the majority of these posts were sales related
(73.1%), rather than purchase related (22.8%). The remaining 91 (13%) requests were related to
a variety of other legitimate or gray market jobs and services. For example, the primary category
was composed of computer security job postings, programming services, and website and forum

development requests (30.7%). Individuals also sold or attempted to purchase video game
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characters and items, as well as custom avatars for forums and websites (18.7%). SIM chips and
cellular cards were also sold (16.5%), along with email accounts in Google, Yandex, Mail.ru,
and Rambler.ru (13.2%), and computer hardware and software (13.2%). Finally, individuals sold
access to file sharing accounts in sites such as RapidShare (5.4%) and other services (2.2%).
Given that 87.3 percent of the requests in these sites were related to tools and services to
facilitate cybercrime, this analysis will focus in depth on these items, using quotes from the data
where appropriate.

Table 4: Resources Offered in Hacker Forums

Resources Number of % of Buy %of Sell %of

Posts Total Posts Total Post Total
Cybercrime Services 219 30 39 178 180 82.2
ICQ Numbers 73 10 9 123 64  87.7
Malware and Related Services 246 34 103 419 143 581
Other 92 13 22 239 70 76.1
Stolen Personal Information 92 13 21 228 71 77.2
Total 722 100 194 26.9 528 73.1

MALWARE AND RELATED SERVICES
The forums identified in this study enabled individuals to access to a variety of malicious
software and resources to facilitate the distribution of malware globally. Malware sales comprise
the largest share of products sold in these markets (34%) with 246 posts requesting or selling
resources. This section will explore each of the malware related products offered or sold in

detail (see Table 5 for breakdown).®

* It must be noted that two individuals sought out individuals who could identify zero day vulnerabilities in systems
so that they could be exploited for an attack. A third individual was selling information about a bug within the
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Table 5: Malware and Related Services Offered in Hacker Forums

Resources Number of % of Buy % of Sell % of
Posts Total Posts Total Post Total
Bots 16 6.5 8 50.0 8 50.0
Bugs 3 1.2 3 100.0 0 0
Cryptors, Joiners, 47 19.1 13 27.6 34 72.4
And Polymorphic
Engines
FTP Resources 27 11.0 15 55.6 12 44.4
Iframes and Traffic 75 30.5 26 34.7 49 65.3
Sales
Tools 21 28.0 7 33.3 14 66.6
Traffic 54 72.0 19 35.2 35 64.8
Trojans 78 31.7 38 48.7 40 51.3
Total 246 100.0 103 41.9 143 58.1
Trojans

The most common form of malware available in these markets was trojan horse
programs. There were 78 ads related to trojans, comprising 31.7% of all malware for sale. The
cost of these programs varied significantly, from $2 dollars all the way up to $5,000 depending
on the resource (see Table 6). A variety of trojans were available, including a tool called Pinch.
This piece of malware is an extremely effective keylogger designed to steal information over 30
programs. The utility of Pinch was described by the seller downwind who offered custom builds
of this tool:

Services-

[x] Pinch 2.99 (a version of the build below that indicated is OK, i.e. a selection upon

request is accepted)
[x] Parser (the program itself + video to be configured)

market. These posts, however, comprise only 1.2% of all malware related posts, and are not discussed in detail in
the larger text.
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[X] A Gate (custom-built, whoever is satisfied with the SMTP method, i.e. by e-mail)

[X] Crypt with the Virtual Machine Protector (concealment from antiviruses moreover
each customer will have an individual signature, which means that only the owner will be
responsible of the the burnability [detectability] of the trojan, since only he can burn out
his trojan.)

[X] Bypass of Agnitum Outpost Firewall 4

[x] By-pass of Kaspersky Internet Security

[X] Self-deletion of the trojan after launch

[x] Addition of an icon to the trojan

[X] Gluing with any\favorite file\s within 10 mb

[x] Self-written Pinch user guide

[X] Masking off the trojan during the process as svhost.exe (if desired, any process name
IS possible_

[X] Changing the trojan extensions to *.bat , *.exe , *.com , *.pif , *.scr

[x] Auto-loading of the trojan in the system from a "hidden” place in the register which is
not visible through msconfig

[x] Addition of information on the file

[X] Showing an error message after the trojan has been launched

[x] Configuration of all components for overall performance.

It has on board:

- A password grabber and password decrypter
- cmd shell (on board 8879, i.e. bindshell)

- Ftp

- Proxy

- Socksb

Decrypts passwords from the following programs-
- 1CQ 99B-2002a

- 1CQ 2003/Lite/5/Rambler

- TRILLIAN

- &RQ, RnQ, The Rat

- QIP /8030 and earlier versions)

- GAIM

- MSN & Live Messenger

- The Bat!

- MS Office Outlook

- Mail.Ru Agent

- Becky

- Eudora

- Mozilla Thunderbird

- Gmail Notifier

- Opera 9.2x

- Protected Storage(lE, Outlook Express)
- Mozilla Browser

- Mozilla Firefox
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- RAS

- E-DIALER

- VDialer

- FAR

- Windows/Total Commander
- CuteFTP

-WS FTP

- Filezilla

- Flash FXP

-Smart FTP

- Coffee Cup FTP

- RapGet

- USDownloader

- RDP (Windows Remote Desktop)

Table 6: Pricing Information for Malicious Software

Minimum Maximum Average Count Count With
Product Price Price Price With Price No Price
Bots 30.00 2000.00 322.27 9 7
Bugs 40.00 40.00 40.00 1 2
Cryptors, Joiners, 0.20 49.00 13.03 27 20
And Polymorphic
Engines
FTP Resources 20.00 1000.00 271.66 6 21
Iframes and Traffic
Sales
Tools 2.00 450.00 79.25 12 9
Traffic 1.00 500.00 110.84 34 20
Trojans 2.00 5000.00 742.97 28 50

This post illustrates that Pinch was designed to steal data from multiple programs and can be
configured to obviate anti-virus software. Similarly, the seller xoform in forum 03 offered builds

of Pinch stating:
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I am selling pinch builders. 50 wmz for a builder. To each there is a separate signature.
The take comes from these programs:
- ICQ/IRC Clients (1CQ 2002a/2003/Lite/Rambler /5, TRILLIAN, &RQ/RnQ, QIP
8010,8020,8030)
- GAIM(Pidgin)
- MSN & Live Messenger
- e-Mail Clients (The Bat!, MS Outlook, Mail.Ru Agent, Gmail Notifier, Eudora,
Becky)
- Browsers ( clients Opera g0 9.2x, Mozilla Thunderbird (all versions), IE (all
versions), Mozilla
- Dial-Up(Windows RAS, E-Dialer, Vdialer)
- FTP Clients & Downloader (Windows/Total Commander, FAR, CuteFTP, WS
FTP, FileZilla, Flash FXP, Smart FTP, Coffee Cup FTP, RapGet, USDownloader)
Also there are added possibilities:
-Bypass through a proactive Kaspersky Internet Security 6.0
-In the builder there is a built-in cryptor. 1CQ: [removed]. The work plan is: Pay the
money and within 24-hour period I will give you the builder.

Beyond Pinch, individuals sold access to a variety of trojans designed to steal money
from WebMoney accounts. For example, the seller Novacaine in forum 03 posted an
advertisement for multiple builds of a WebMoney trojan. These malware could be used to steal
electronic funds from a victim, as demonstrated in this description of one build:

WM Trojan T266 Vers.2

Extracts all the methods from the WebMoney Keeper Classic

-Has been tested on versions 3.0.0.0-3.1.0.1

-Extract of all methods from all Z, R, E, U purses; does not extract money from purses
with less then [SIC] 0.20 (regulation is for you)

-Installation of transfer detection, purses, and control through web admin

-Invisibility to to anti-virus, individualization for each build

-Drops off such firewalls like Outpost 3-4, Anti-hacker 1-1,8

-Blockage of webmoney.ru, wmtransfer.com, victims will not be able to access the site
-Size is 15KB

-Autoloading

-Installation of your icon

-Web statistic of uploads

-Control in the web admin, 1. We delete from the autoloading and exit 2. block the
keeper

-Checking the quantity of the file to verify the download of purses from that file
-Donwload of purses through Internet Explorer, bypass of firewalls.

-After the extraction of all methods, follows the blockage of the keeper; in future when
someone turns to the keeper it will download from the processor

-Checking the repeat lunch
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Other sellers were not as detailed in their posts, instead simply describing their services
for data theft or system compromises. For example, an individual named doubt in forum 04
advertised:

Hello to everyone. | will sell a trojan, of a private writing, interrupts the WIN of the

victim, with the capabilities of changing the files through the network and knock

[contact] to the admin, informing the IP [address of the] victim. Weighs 14KB,

unpacked. Contents: Build, Builder, 2 pHp scrypt [SIC]. Does not burn [get detected]

by Kasper, NOD32, Dr. Web, Avast, BitDefender. Price is 5 wmz.

In examining the forums, it was evident that individuals also sought out custom trojans
and malware from coders. This was demonstrated in a post by the user pavel in forum 10, who
wrote:

A coder is needed on [Forum 10]. 1. a coder is needed at the zero level, for writing a

worm. 2. coder-reverser, for finding vulnerabilities in well-known systems and programs.

if you have creative talents - that's a plus.

experience in writing any soft is a plus.

if you have some projects to show, that's a plus.

high pay.

Such posts were found across the forums, suggesting that the market for existing trojans may not
meet all individual sellers’ needs. In fact, requests for trojans comprised 49.4% of all posts,
while 50.6% involved direct sales. Thus, there is some balance between supply and demand for

trojan horse programs.
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number of encryption tools sold in the market. If one can find a free bot or keylogger, then
spending three to five dollars on a cryptor is a small investment relative to the larger damage that
can be caused through active infections. Finally, the sale of free tools can affect the level of trust
and respect sellers receive. All of these factors emphasize the value and unique role that free
tools play in cybercrime markets.
INFORMATION SHARING

In addition to the tools and services identified, forums 06, 07, and 08 also provided
information on the process of information sharing in the Russian hacker community to facilitate
the creation of malware and computer attacks. The content of threads in these forums indicated
that individuals can acquire direct assistance to engage in cybercrime. Forum 09 provided direct
information on and access to malware that could be used in an attack. In addition, 38 threads in
forum 07 and 13 of the threads in forum 08 involved questions related to the development and
coding of viruses and trojans, how to recover from an infection, steal information, use cryptors,
and pointed questions on hacking. Such information provided a primer on attack methodologies
and techniques to avoid detection. For example, a user named Minote in forum 07 asked “what
are stealth-algorithyms? | heard they allow viruses to hide themselves. Could you give any
more details?” In response the user Ragtop stated:

In the majority of cases one is talking about the hiding of keys in the registery [registry],

files on the hard disk and processes. On the whole the algorithms are based on a capture

of the api-functions. .. . and in this way you achieve stealth. You can learn more about the

capture from the article on [Forum 10].
The external link provided by Ranger was given as a means of providing information to the

interested party. Individuals regularly provided external links to other forums or google, as these
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sites give a significant amount of information in a more concise and simple way than to explain
each answer (see Holt 2007). For example, an individual asked about loading viruses into
Windows when it boots, and byte responded stating: “In the August issue of Hacker there is an
article by Chris on implementing in auto-load, and more precisely on various methods and keys. .
. Find this journal and read it.” Such comments suggest hackers helped others learn, but demand
individuals acquire substantial information on their own rather than through direct mentoring.

Forum 06 also provided detail on methods of using stolen data and accessing money from
fraudulently obtained accounts. In fact 41 of the 50 threads in this site involved direct
information provided by users, such as three multi-page detailed threads on how to engage in
fraud on eBay as a means to use stolen credit cards or get drops to access funds. Users also
asked pointed questions about methods to engage in fraud. For example, the user skoal asked
“Can you tell me where I can check how much a credit card has?” Several individuals responded
to this question, as in the following examples:

House: In order to find out the balance on a credit card:

1. You need to find out what bank does it belong to by using the BIN (Bank ID#)

2. Enter the needed account through the bank site.

3. Look at the balance.

Credit card has to have an online access.

Plot: Visa has a phone number, where by calling it you can discover the balance. At
least used to be the way, again, you can call the bank and find out the balance.

A similar exchange was observed between two users on how to use drop services:
Shellg: What creds [credentials] and what info is needed for purchasing stuff in the

usa in the name of a drop? Thanks in advance.
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K: In order to verify drops, you need a simple carton [card] CC [credit card] + CVC
[Credit Verification Code], simple stuff is carded up to $500 in order to be sure of the
reliability of the drop.

Then for large purchases you need an enroll, here besides the additional information there

is online access to the cardholder’s account, where you can look at the balance and

change the home address to the address sofa [of] the recipient, i.e. info for the drop.
Additional questions were posed by users in this forum concerning how to use stolen credit
cards, utilize drops, and cashout cards. For example, runoff asked how to transfer funds across
electronic accounts: “what percent is considered to be normal? 1 give them acct drop for pouring
[transferring], they pour and offer me a percentage of the sum. Would 50/50 be normal? What is
considered to be the standard?” These questions demonstrate that individuals can gain some
insight into the process of utilizing stolen data.

Regardless of the forum, if an individual asked a question, they had to be very specific in
order to obtain a useful and direct response from participants. This was exemplified by an
exchange in forum 07:

Mathet: So the troj[an] has come, | don’t know what the f=) is it cryped or what =) |

kinda don’t wanna launch something and the antivir doesn’t detect it. . . .how can I learn

what kind of troj this is without launching it =)

Golan: where’d it come from? Did you download it yourself? Or did they toss it to you?
In a related post, deets asked: “executable jpg How can one realize this thingy? So that a certain
code executed when this picture is opened, for example, an .exe file?” In response, the user facet
posted a message stating:

The question is rather imprecise, please clarify. . .
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If you are interested in how to launch picture.exe and put this picture on the screen, then

the most obvious is a joiner. But if we need to make an executable file with the extension

Jpg, then as far as | know, there is no way to do this directly. . .

Additionally, an exchange in forum 06 demonstrated the importance of clear and concise
questions:

Grokk: How can you configure USA windows [operating system] . . . for carding [data

theft and use]? 1 looked for it but didn’t find it. Everywhere you see superficial

information on configuration and it doesn’t say anything. What progs [programs] might
be needed. If someone knows, write?

koeheless: It depends on what you mean with the word “Configuration.” OS are not

configured, one just changes the time on the computer for the country/state/city. Nothing

else. If you describe what you need in more detail, you’ll accordingly get a more detailed
answer.
These examples demonstrate that users will actively question a participant if they do not find
there to be sufficient information to answer the question. Otherwise, forum users seeking
information must give some thought and structure to their questions in order to obtain a correct
answer (see also Holt 2007).

Individuals also had to demonstrate a certain level of competency in order to obtain very
detailed information from some users (see also Holt 2007). If an individual appeared to
misunderstand the topic they were interested in, forum users would be dismissive or deride the
individual. This was demonstrated in the following exchange from the 07 forum:

crunch: I have the following question. Does anyone program in Paskal in our day? If

yes then tell me how to create a trojan or virus, toss me some source codes.
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kakaow: crunch, not Paskal, Pascal. © First let’s determine what you understand under
the work trojan or virus? And what you want the proga [program] to do?

crunch: In general 1’d like to learn to great viruses in Pascal. And | know what a trojan
or virus is: a trojan is a proga that steals passwords or info, and a viruses delete sumpin’.
kakaow: So that’s better, lets start with viruses, that’ll be simpler. In your view, what
files does one have to delete in order to knock the OS out of operation? i.e. critical files.
crunch: It would seem to me something from the system files from Windows or
Windows/sistem32 [sic]. And is possible to program the virus, so that for example it
eliminates the whole Windows folder or Program Files?

kakaow: | didn’t understand, what does it seems mean? You need to figure this out and

understand what needs to be deleted. I could tell you, but which one of us is planning to

write a virus? © So come on, gain insight

This exchange emphasizes the importance of understanding how the software and tools and

individual is working with actually function. Without such an understanding, the individual is

bound to fail (see Holt 2007). A similar exchange was found in forum 06 where an individual

asked for help identifying a program that could automatically generate a CVV for a credit card.

In response, several individuals replied to correct this individual, such as dol3n who wrote “what

is this non-sense? Throw those ideas out of your head. Generators were working in the

beginning of the 90s, now it is too late.” Additionally, drastic replied, stating “Well, depending

what type of a generator. Generator for CVVVs or 3-digits, or plastics? Although in the first
scenario, and the second one, you will not receive the CVV.” These examples demonstrate

individuals who ask questions must demonstrate some knowledge or they may be chastised.
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In some cases, individuals provided direct assistance in creating malware or reviewing
code to aid an individual’s request. For example, sparxx in forum 08 stated that he needed a
program to filter proxy server lists to determine active proxies and the port on which they ran.
The user poiz then posted a message stating:

a script with a few lines will solve this problem, for example if the format of the entry is

such:

alive_proxy:_192.168.99.1:3128,_protocol_socks5

where the symbol "_" - signifies a space.

Code:

#1/usr/bin/perl

while(<>) {

chomp;

my $iport=(stat(split(/\s+/,$)))[2]:;
chop($iport);

print "$iport\n";

}

The use of ,
perl script.pl file.txt

where file.txt - is the file with proxies;

Sparxx was not certain, however, what this code meant or how it worked. As a result, poiz wrote
a message stating: “this is more difficult...if you don't know what to do with it....I could roll it
into an .exe for you...I'll toss the link here later.” Subsequently he provided a complete
executable that would run this script for him.

A similar process was identified in forum 07 in a thread where the user iedol asked about
developing a trojan in Delphi programming language that would create an FTP server on the
victim machine. He was unable to get his trojan to activate due to Windows firewall protections
and asked how to properly code the malware to get around this software. In response, the user

ragged stated “the built-in firewall is elementary” and provided a detailed piece of code that
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could be appended to the trojan to go through the firewall. These examples suggest that skilled
users can gain direct support from others for the creation of malware, though they must also be
willing to learn on their own (see also Holt 2007: Jordan and Taylor 1998; Taylor 1999).
Additionally, questions must be carefully constructed so as to receive a satisfactory answer.
Thus, the flow of information in these forums is regulated in part by individual behavior and
knowledge.
NORMATIVE ORDERS OF THE CYBERCRIME MARKET

Examining the exchanges between actors within the open market found in this sample of
forums provided significant insight into the relationships and actions of buyers and sellers. The
content reflected a larger series of social forces that shape the market environment and the
relationships between actors. There were three normative orders identified that play a key role in
structuring social interactions between buyers and sellers: price, customer service, and trust.
These three normative orders were not, however, evenly distributed across the sample. Four of
the seven forums where goods were sold had a greater level of interplay between participants,
suggesting they may be more active and function differently than the other forums. As a
consequence, certain norms may be more significant or affect individual behavior more heavily
in one forum than another.
Price

The cost of goods and services played an important role in the relationships and
exchanges between buyers and sellers. As noted above, the prevalence of free tools in the hacker
community led forum users to root out and undermine individuals who attempted to sell malware
that could be acquired without a fee. Individuals who offered a service were subject to scrutiny

by buyers when a price for a product was perceived to be priced too high or low. This was
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evident in an exchange in forum 10, where an individual named demcho requested a custom
written proxy-socks bot and would pay the coder $1,000 for the program. Several individuals
responded to this request, indicating differences in the perceived cost of the bot:

alep: [quoting demcho] “you have probably written similar things for yourself”
true. for_myself_, 2k - is a laughable price.

museo: 2k - that just for the bot
+2k*5 for bypass of fires and full invisibility

Conter: [Quoting museo] “2k - that just for the bot
+2k*5 for bypass of fires and full invisibility”
=( darn. Aye some kind of sucker. i'm writing three similar projects now, none of them
exceed a thousand... =/
Similar discussions were found across the forums, as in the case of a seller in forum 05 who sold
a trojan for $10, designed to steal ICQ numbers and passwords and send this information on to a
specific email account. The advertisement led to significant debate over the potential value of
this project, and if it would work as advertised. The administrator of the forum, velentin, made a
post to clarify this issue, stating:
This trojan is fairly well-known, which extract passwords starting from electronic mail,
up to passwords that are saved in system utilities. Obviously from ICQ as well. And if
you are interested in full information, then use search. What | want to say, is that yours is
not functional, for that kind of money. For $10 you can get a sploit for 2 days for $5 (I
can rent it out), buy traffick [SIC] for 2K and load the same pinch. There will be nearly
500 accounts.
His comment emphasizes that for a similar cost, better resources are available. Similar
comments were found in other forums. For example, an individual in forum 02 offered

“hundreds of thousands of nine-digit [ICQ] numbers available for flooding and spam: 10,000

numbers for 25%” The forum moderator satnn quickly posted to this thread, stating:
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“Constructive criticism: 1 thousand 9 digiters costs 1$ you can buy 10 thousand for 8-9%”
Finally, an individual named goat offered a crypting service and a forum user downwind
questioned the price he charged, leading to a revealing exchange concerning prices and product
quality:

downwind: The price is high, others do the crypt for $1-$2. Those who do a supper

dupper job get $5. More then 10 is a cheat.

zood: The difference between the crypt by hand the cryptor is obvious. The price is

approved.

Jail: | agree with downwind, price is too much for crypting. It doesn’t matter to me if it

is done with hands or legs, major thing is do it does not burn.

Placent: The price is totally approved. Goat has crypted for me, everything is perfect.
These examples demonstrate that there are expected price ranges for products and services.
Experienced participants understand this, and actively questioned those whose prices varied from
the norm.

Savvy sellers recognized that pricing can affect their market share, and offered discounts
and deals to buyers. Bulk discounts were a common way to sell products in large quantities. For
example, enfold sold log traffic, stating: “The more you order, the smaller the price.” Such
comments were found across traffic seller advertisements. Individuals selling ICQ numbers also
offered large lots of numbers at reduced prices to increase their sales. This was exemplified in a
post from the seller dratt from forum 03, noting:

WHOLESALE PURCHASES!

50 xyzab [numbers with at least five different digits] (those for 0.9 [cents]) — 35 wmz

100 xyzab (Those for 0.9) — 60 wmz
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271 available

50 xyza [numbers with at least four different digits] (those for 1.1 [$1.10] — 40 wmz

100 xyza (those for 1.1) — 70 wmz

191 available
Others offered percentage discounts based on high dollar or large volume purchases. For
instance, an 1CQ seller offered a discount stating: “When ordering services for more than 300
rub[les] - discount 5 %.” Similarly, mastodon from forum 03 offered reductions on the cost of
his spam service: “Price is $100 for million sent mails. Every third million is free. To regular
clients discounts are 20%. Spam for your base is 50% off.” Individuals offering DDoS services
also offered discounts, as in this post from cantar: “When ordering the DDoS service for 3-6
days, discount is 10%, with a DDoS service of more than 7 days, discount is 20%, and with a
DDoS service for 3 sites, gives a free service for the 4" site.”

The pricing and discount structures indicated in these posts suggest that the price of
goods and services are variable, with those individuals making large purchases receiving the
greatest benefit. In turn, an individual’s return on investment in a cybercrime service may
increase with volume purchasing. This may help to account for the volume of spam and
malware infections seen in the wild. Thus, the cost of a good plays an important role in the
relationships between buyers and sellers within these forums.

Customer Service

The second and interrelated normative order identified within these forums was customer
service. Individuals interested in buying a product or service sought the most satisfactory
experience and noted how sellers cater to their customers. This begins with the speed of contact

between buyers and sellers. Some individuals would note “knock me in ICQ, | am there often,”
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or “l am always online,” suggesting they could be reached at any time. Those who did not
quickly respond to messages from prospective buyers or were difficult to reach received negative
comments from forum users. For example, pientza wanted to obtain services from a SOCKS
proxy provider, stating: “I knocked [contacted on ICQ] you are not answering. | would like to
try it. How many socks will be in the browsers?” Additionally, a malware seller named slicked
in forum 03 was not responding to messages, leading to a conversation about his service:

Planetoid: Does anyone know where slicked disappeared to, | haven’t seen him a week

on ICQ.

venom: Maybe he had enough with his trojan

Zood: No, he is a secret person. Noone even knows where he is from, sometimes he

disappears and reappears again.

In addition to the speed of conversation, sellers who immediately provide goods to their
customers received praise from their efforts. For example, an individual with the handle grendel
purchased a build of the trojan Pinch from Downwind. He was happy with the product and noted
the speed with which it was delivered, stating: “Thanks, | ordered it. Four minutes and it was
ready. Respect.” Another of his customers named virtuel posted a similar comment, stating:
“You can work great with this guy. He does everything perfect and clear, and in a good amount
of time. . . Respect to the guy.” Thus, sellers who can offer quick distribution of product receive
a good deal of respect within these sites.

The quality of the product or service a seller offered was also critical for their prospective
buyers. Given the importance of price, customers considered what benefits they would receive
for their investment. This was exemplified in a post from the malware installer cyptor, who noted

“our price may look to you not so adequate, but the quality will cancel this out, do not forget,
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that the cheap one pays twice.” If a tool was ineffective or data was insufficient, a buyer may
post bad reviews or not recommend that provider. For instance, an individual named tripod
purchased Pinch logs from a seller and was asked: “Was there anything legitimate?” He
responded noting “Not really, it was modest. But | have not seen better stuff from anybody.”

The importance of quality was particularly evident in posts from DDoS vendors. These
providers regularly noted that they would give customers a free 10 minute test to measure the
efficacy of their attacks against a particular target. This was demonstrated in an advertisement
by letrin in forum 05:

DDOS Service, with quality and reliable. 1 think that majority know this DDOS, but |

will remind it to you again, if you have competition, who interrupt your work and if

someone has hurt your feelings, you can play on the site of this person, best solution is

smokin.

Why our Service?

Affordable prices

1 hour-$20

1Day-from $100

All this is discussed individually with everyone. There are possibilities for cheaper

prices, depending on the projects.

We give 10 minutes for a test. Always online, large BOT army, all is fast and organized
Some vendors also offered money back guarantees, as in this example from forum 3: “If the site
your order to attack comes alive earlier than the time chosen by you, then you will get money
back.” Such a measure demonstrated a willingness to negotiate with prospective customers that
could increase their overall business and reputation.

Some vendors also offered free gifts as a means to generate new customers or to keep
current customers satisfied. For example, an individual named vivendi sold credit cards in forum
03, and one customer noted the level of service provided: “I took one card already for doing

spam, domains, porn, the person is super, in the form of a discount he gave me a free card.” This

comment demonstrates that free gifts can satisfy a customer, and may also draw in additional
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clients. Similarly, retrograde offered a socks service in forum 03 and gave a free gift to
customers due to downtime over the New Year holiday, stating:

For all clients of our service, during this time of the New Year, we are compensating the

two days of inactivity during this holiday period, for those whose accounts expire on the

31%. ... Besides that, in this time, there will be available a few PIN numbers which will

be given out as presents.

Such comments demonstrated that service providers recognize the need to maintain their
customer base and will take significant steps to do so.

Another important indicator of customer service was the degree of support individuals
offered for their products. Services, tools, and resources that required a higher degree of
knowledge or specification often came with some form of customer support. Anti-abuse web
hosting providers offered a good deal of support for their customers, as in the case of a provider
who described how clients could speak live to his sizeable support staff:

We have implemented real-time client support for the ICQ protocol. You can submit your

question and also receive full consultation from our specialists, if your question relates

directly to our service. The ICQ support service works for your convenience round-the-
clock in 2 shifts: day and night. Below you fill find information for quick contact.

ICQ #1. . . owner of the service. The solution of very important, as well as organizational

questions. Complaints and suggestions regarding the work of the service, receipt of

payment for services).

ICQ #2. . . Support. . . decides the same questions, purchase of accounts, general

consultation on the service. COORDINATION of the work of support and

administrators);
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ICQ #3. . . - support, system_administrator, night shift. Solutions on difficult technical

issues );

ICQ #4. . . (Support. . . -Night, support, system_administrator, night shift. Solutions on

difficult technical issues);

ICQ #5. . . (Support. . . -support, day shift);[/B]

ICQ #6 . .. -support, day shift, Solutions on difficult technical issues)
A loading service provider in forum 03 also described his customer support service:

What are the principles of work?

You knock [contact in icq] to the support, present the question of your interest, and take

the exe and begin the co-working with us.

Payment?

Two times a month (once every two weeks.)

With big sellers the payment term can be discussed individually.

Support?

[ICQ Number]24 hours

[ICQ Number] -technical questions.

From support you can find out who we work with and feedback as well.
These posts demonstrate that access to support and regular software updates are a critical service
component that may help to develop and maintain a regular base of clients. These posts also
demonstrate that principles of customer service found in the legitimate business world appear to
shape the interpersonal dynamics of buyers and sellers in this cybercrime market.
Trust

The third order identified in these forums was related to customer service: trust. The
participants in these forums sought out commodities that they valued, and had to pay for these
goods without actually interacting with others in person. Participants may not receive the goods
they paid for or received bogus products with no value. In addition, most data and services sold

were either illegally acquired or a violation of law, so the buyers could not pursue civil or

criminal claims against a less than reputable seller. As a result, it was critical that participants
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know who they may be able to trust and the steps they can take to reduce the likelihood of losing
money.

The significance of cheating and mistrust led to the development of three key methods to
reduce the likelihood of loss. The first was through the use of checks or tests by the forum
administration as a means to validate the quality of a product sold in the forum. For instance,
one of the moderators of forum 05 described the checking process, stating:

Administration has the right to ask any seller to present his/her product for check. You

present the product in the form that it is being sold, so that it can be checked for a test.

No videos, audio, sreens. Forum safety relies on many factors, but the main one is saving

the users from possible cheaters.

Four of the forums in this sample utilized checking systems, though the seller was required to
initiate the process of checking or testing. For example, an individual in forum 01 offered an
iframe tool and at the end of his advertisement stated: “I’d be happy to get checked out,
guarantor and all the rest. . . .» ~” Similar comments were found in the other three forums,
suggesting that reputable sellers would engage in the testing process. The value of check services
was evident in this exchange from forum 05:

recticule: Flood through telephone calls (Of all cities and operators). Good time of the

day. I want to present to you a flooding service through telephone calls for mobiles (any

operators) and also home phones (of any cities).

Required from you: Victim’s number and code, if the numbers are from another country.

Knock, service is more accessible then anytime before. If I am off-line, write and tell me

how much of the service you need, | will answer. | can pass the check/verification on

[Forum 05]

Hatt3r: Go to check, ICQ

Hatt3r: Verification has been completed, it works.
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By going through the checking process, recticule demonstrated to others that his service worked.
Similarly, an individual in forum 03 was selling credit card numbers, and had his services
checked. A review was then posted by slat434 which read: “Passed the check. At the time of the
check, the person possessed quality product. Also, in order to escape and avoid any
confrontational situations while buying, selling products on the forum, the guarantee service is
working.” As a whole, these posts demonstrate that checking services in the forum provide
prospective clients with an assessment of the individual’s level of trust based on their product or
service.

In addition to internal checks within a single forum, some sellers advertized that their
products had been checked in other forums, and provided web links to verify this information.
For example, belial noted three separate websites at the end of his advertisement in forum 03
where his products had been reviewed. An interested party could venture out through those links
to confirm that he was, in fact, trustworthy. Similar comments were noted in the other forums,
as exemplified in this post from forum 01.:

Structure2021: Quality Spam Service

I’d like to offer for your attention a quality SPAM service.

Distribution of 1 million messages — 75%

Minimum order quantity 100 000 lette[r]s

I’ll gaterh [sic] any databases for you

You can read recommendations and comments here

[external link]

It was tested here:

[external link]
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These exchanges indicate that individuals sell products across forums and use these cross-site
advertisements as a means to garner more customers and higher levels of trust. In turn, buyers
can look across other forums as a means of validation of a seller’s reputation.

The second method employed in the forums as a means to instill trust was the use of a
guarantor program. If an individual was uncertain about a prospective buyer, they were
encouraged to make a payment through a guarantor system. Guarantors ensure that a payment
will not be delivered until the product is received, and played an important role in establishing
trust. Four of the forums in this sample used guarantor services. Their value was demonstrated
in a post from valentin in forum 05:

Guarantee and passing a check. If you do not trust the seller or simply want to secure

yourself from cheaters, then you can use the services of the guarantee forum. Any

administrator can take the role of the guarantee. There are only two administrators. . . 1

am esxplaining [SIC] to those in the tank, that if you want to pass the check or buy/sell/or

present services through a guarantee, then the 1CQ of the guarantors is above. Guarantee
services are free.
The value of guarantors was demonstrated in a thread where an individual named megaphish
posted an offer to exchange software, stating:

Exchange with a private software. | will conduct exchanges with people who have equal

software. | am not conducting any selling/buying, it is not good to cheat. Exchange is

conducted one for one, meaning we agree with you through 1CQ about what we need
from each other, and conduct an exchange.

There is a possibility to conduct an exchange through a guarantor of the forum (in the

corresponding theme | have found that in this forum there are 2 guarantors and guarantee

is free).

If you have a reputations on the forum (on this one or any other one similar to this, in size

and theme), then right away | will give you the software first, and then after that you will

give me the link to the software. No cheaters allowed.

If you think that just because there is an exchange of private information you can cheat,

then you are deeply mistaken, even for such cheating you can be added to the shit list, I

can do that, to turn on the video with the monitor parts, not difficult, and this is a better
proof then logs.
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Forum users doubted the value of the program being offered, and megaphish honesty.
For example, vaseq posted: “Why wouldn’t you write what kind of a software you have? So
that we would know if there is a sense to knock to you or not.” Similarly, scattershopt
suggested: “Heh. Maybe you do not have it. Give it to the admin for the check [ICQ number
provided]. If everything is okay, maybe | will exchange, because like that I can also write a lot
of things.” These comments led the forum guarantor, sanction, to post the following message:

If you are scared to be cheated, then there is always a guarantor, and the guarantor is free

and megaphish knocked me in ICQ and we conducted a software exchange. Meaning,

the following took place:

Approximately an exchange of similar value with a software has also been conducted.

Just waved a little bit, | gave him one, not a big release (trojan), and he gave me a

software that | requested.

You need to make all conclusions:

Now, a little bit about the moral side of the question:

How have you need able spot the cheaters, we are not against deleting the topics posted

by cheaters, no one will know, that this person is a cheater, but so everyone will know

that this person is a cheater and you know it too (we have created a separate section for

the cheaters) and if you are against cheaters, then you do not even have to enter there into

that section, and do not have to buy anything from those cheaters.

I do not even know to what group should this person belong, you can not call him a

cheater straight up, he is not selling anything. And making exchanges of private software

in the open is not pleasant either, but all make such exchanges with their friends and

familiars, simply through ICQ. So conclusion can only be made by you about how to

deal with such topic.

I do not have a large task, | was just asked to conduct a check, so I did it.
These exchanges demonstrate the importance of guarantors and checks as a way of validating
and confirming an individuals’ level of trust and reliability within these forums. Without
guarantor payment systems, individuals increase their risk of loss and theft.

The third way that individuals can gain or demonstrate trust within the forums was

through customer feedback. Individuals who purchased a product or service could provide
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detailed comments about their experience with a seller for other users so that they may

understand how that person operates. Posts that gave favorable reviews or positive comments

demonstrated that an individual is trustworthy. For example, the seller track offered so-called

“abuzo reliable hosting services” in forum 01. He received a number of positive comments from

customers, as demonstrated in the following posts:

DragOn: | uze the host! I like it!
Angry: | took a .info host+domain, registered all the people, ****** which | recommend
Psych: I use this hosting+domain in the Info zone. Everything is quick and presise!

Ask3: | bought the domain+hosting+good person=I recommend it!

Similar feedback was found in customer reviews for stagg from the 03 forum who sold credit

cards:

bastard: everything is good I took a CC. Right away he gave me a valid one, without
problems and fast. Thank you.

escq: | haven’t work with this person for a very long time. So far | am satisfied with
everything. He exchanges the invalid ones. 1 am hoping for the same type of service in
the future.

kindle: 1 have bought the CC, everything is good. | suggest it.

search: The service is perfect, 95% valid, exchange of an invalid is done within 1-2

minutes. | have taken 4 times, everything is ok.

These favorable reviews clearly demonstrate that a seller or service provider could be trusted to

provide quality products on time and without a great deal of difficulty. Such information helps

to build a solid and trustworthy reputation for a seller, and may potentially increase their market

share and customer base over time.
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At the same time, individuals who provided bad services or were untrustworthy received
negative feedback. When a customer lost money or did not receive products, they buyer could
clearly elaborate when and how they were cheated. For example, an individual named locat in
forum 10 sought an experienced programmer for “developing server projects” with “Preferably
experience developing polymorphic software.” He noted that “This ad is being published a
second time since the previous person shamelessly gypped me out of $1,000, he seemed to have
started to do something, took the money, and then dropped out of sight.” He also made a second
post describing the way that he was bilked out of money, stating:

If anyone is interested - the person who gypped me. . . he agreed to develop, what's

interesting to me is that he seemed to be a decent person and understands the subject

matter, he seems to have some experience, he seems to have already shown something

earlier, but then why later disappear, when | decide to give a person a bonus...
Related posts were found across the forums, as in the case of an individual named diesel who
posted an ad for a log purchasing service. An individual named ne0 apparently purchased logs
from diesel and was dissatisfied, stating: “I write facts, so that people are more careful. . .
Whoever does not trust me, should check. Whoever trusts me will be grateful for saved time and
money. . . TS [topic starter diesel] took the money for the order and disappeared.” Thus,
negative feedback demonstrates how a person treats their clients and provides a metric by which
others can assess seller quality and practices.

Individuals who referred to someone as a cheat or provided negative feedback had an
important impact on the social dynamics of a forum. The appearance of negative comments
often led to significant debate and some degree of infighting among forum participants. If an

individual who had regularly posted in the site was argued to have engaged in questionable

behavior, others posted to support or refute these claims. This was demonstrated in a thread
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which started when an individual named smack posted an advertisement for high priced ICQ
numbers. Others began to refer to him as a cheater, leading to a debate between users:
grasp: The site [external link] offers the similar numbers. What are you doing admin
[forum administrators]
bettle: Cheater.
steel: You [smack] are an idiot.
Snapdecision: No, he is just a cheater.
Spetznas: Dude, when was the last time you went to see a psycho [a]nalyst? By the way,
this is punishable. | have the favor for you to read the regulations codes and the history
of 1ICQ creations. And will agree with the rest that you are an idiot.
kalish: Yeah. The prices are of course cosmic. Do you have anything cheaper? You
must be (saying in a nice manner) no too bright of a person to stick such prices for a
number, even if it is a 5-digit number.
streep: Guys, you are just in the wrong topic. Slap is a famous person in the ICQ world,
and his store in my opinion is the best and most reliable, and if you can not afford such an
elite number, then buy a simpler one and cheaper, or come to me, | am giving away the 7-
digit numbers.
Rosign: The topic started has good prices for such numbers. Plus, he has numerous
feedback, so there is no point to call him a cheater, you are making yourselves look like
idiots.
R3dst@5 [a senior member]: What is going on, its like a zoo here, are you all morons.
He has the most elite numbers, and you are raising hell. If you are too weak to buy a new

elite number then don’t write in the topic.

121



This exchange demonstrates that calling someone a cheater based simply on product pricing does
not benefit the forum users. A similar exchange was found in forum 03 where an individual
named nitrex sold a number of Web Money trojans and received some negative feedback from
several individuals:
cytox: Hm, | have seen code of such a trojan in an open access. | honestly do not know
how with the updates, but the name is the same. | sory [sort] of do not believe into the
workability. The greatest concern that rises are:
-Strengthening of the autoloading-that is some bull, if the program destroys antivirus and
firewalls and kills the windows and all to hell, then the autoload would be quick as is...
-Blockage of the windows- no comment to that one. . .
(Why has the price dropped in couple of weeks from 500WMZ to 50WMZ?) If it is truth
that you can get such money with such a program, then it is priceless, if it is 50WMZ or
even 500WMZ. | am not against the creator of the topic, and do not suspect anyone of
anything, such had some questions arise. I think such questions can naturally arise from
anyone who is a potential buyer.
Myopic: Respect to the person, | sued [used] the trojan, but unfortunately haven’t
compensated mine. Complaints fly... but honestly, there are some defects, especially 1
do not like the fact of a constant shut down of the victim’s computer. Should have just
disconnected inet [internet] and that’s all. But the product is good.
sectorstrap: Here is what | can say about the given person. | wanted to buy the WM
trojan from him.
1. The description of the functions did not match the real operationality. Software was

not working and everything that he did, only 1 of 10 promised things worked.
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2. This guy was luring clients. After the deal was conducted, he would turn the admin
onto his host and would say that after he receives the money, he would build the
software onto my host.

3. He sold me the joiner for 10wmz, which was in the public. $10 is not money, but it
amazes me how this guy treats clients of his software.

4. After working through a guarantee | lost almost $150 (guarantor services, insertion,
and extraction) so think 3 times before you buy anything from him. I haven’t heard
anything positive about this guy on the net.

Nitrex: Sectorstrap, go to hell. You shit for me on every forum. If you do not know,

then be quiet. You think | am gonna give you a trojan on your host without money? |

gave you a test on my host, its not my problem you did not want to buy it. You are lying.

Whoever wants to buy it, will buy it. However does not want to buy, then bypass.

Since negative feedback and name calling foments debate, mistrust, and disorder among

participants, forum moderators attempted to limit these discussions. This was exemplified by the
forum moderator n30n who posted a message concerning how he would deal with individuals
making negative comments:

For groundless complaints, swearing, flood and multi-accounting - BAN. I've had

enough. Groundless complaints include:

- "He has one munth [SIC], that pers[on] registered himself and praised himself," -

remember finally, that those who need one or another service don't even have to register

on the forum, and accordingly it also isn't necessary flood here with up to hundreds of
posts, that that they should later check him;

- "He's a fraud artist! | regged [registered] a box, and he didn't break in to it," - if you
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specially don't read this box, and in answer to the secrete question "What's your dog's
name" the Chinese alphabet is written, then this is not surprising;

- "I transferred money, and that pers doesn't appear any more," - this is your own fault.
This means that you are a SUCKER. Never give pre-payment, transfer money with a
protection code, but don't give it, just show that you have this money. Send test letters to
broken-in mailboxes, accs etc. require screens. If you decide to use someone's services,
then take an interest as to what other forums this person offers them on and where you
can see references regarding his work.

FLOOD IS PROHIBITED!

Ask the seller via pm or icq regarding all details on providing one service or another and
the quality of goods. Only messages which specifically related to work are allowed: "I

bought it, everything's ok," "He's a fraud artist, evidence of some type or another, links to
other forums, where this fraudster was noted." Everything else is considered to be flood.
These comments clearly demonstrate the disruptive impact that claims of cheating can produce
in these forums, and the significance of trust in structuring the relationships between actors.
Furthermore, this post illustrates the relationship between trust, price, and customer service and
their affect on the social dynamics of the forums in this sample.
IV.  Conclusions
A. Discussion of Findings
This study attempted to examine the creation, distribution, and function of malicious
software using both a sample of bots examined through a honeynet, and a qualitative

examination of 909 threads from 10 forums operating out of Russia and Eastern Europe that

facilitate the sale and distribution of malicious software and cybercrime resources. The analysis
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of bots presented supports the finding that botnet command and control channels may have
particularly short lifespans, as only five of the channels sent requests to the infected image (see
Cooke and McPherson 2005; Karasaridis et al. 2007; Rajab et al. 2006). Of the nine bots that
connected to a command and control channel, several required a password to access the channel
(see Karasaridis et al. 2007; Rajab et al. 2006).

The ways that the bots in this sample were used support the notion that bots have
significant utility for cybercrimes (see Dagon et al. 2006; Rajab et al. 2006), whether to infect
other systems or surreptitiously collect information on systems in the same network as the
zombie node. The majority of bots in this sample attempted to connect to IRC channels in the
United States, though other countries were included, emphasizing the global distribution of
botnet command and control structures (see Collins et al. 2007; Cooke et al. 2005; Dagon et al.
2006). Thus, these findings suggest that there is a need for careful monitoring of U.S. websites
and servers for malicious traffic. Federal law enforcement may have greater success in shutting
down or gathering information from servers in the U.S., rather than in foreign countries due to
difficulties in extradition (see Brenner 2008). As a result, such measures may be one way to
impact and reduce botnet traffic in the wild.

The findings of the qualitative portion of this study suggest that myriad tools and services
are available and sold for profit in an open market environment that encourages and supports a
variety of cybercrime. In fact, the resources and structure of the forums identified in this study
are similar to research on markets operating in IRC (see also Franklin et al. 2007; Honeynet
Research Alliance 2003; Thomas and Martin 2006). A key difference lies in the volume of
malware and services available in these web forums relative to IRC channels. Individuals could

procure spam, DDoS attack services, iframe exploit infections, web hosting, and proxy services
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for low costs from the forums in this sample (see also Franklin et al. 2007; Honeynet Research
Alliance 2003; Thomas and Martin 2006). Several of these services were also dependent on
botnets for functionality, demonstrating the importance of bots in facilitating cybercrime. Credit
cards, bank account information, and sensitive personal information were sold in mass quantities
at variable prices, though in much smaller lots by comparison to the IRC markets observed in
other studies (see also Franklin et al. 2007; Honeynet Research Alliance 2003; Thomas and
Martin 2006). Finally, free tools were readily available though not necessarily fully functional
when downloaded.

As a whole, the products sold and normative orders of this market suggest that buyers
need little technical knowledge in order to access or utilize these resources. These forums
simplify and engender identity theft and computer-based financial crimes (see also Franklin et al.
2007; Honeynet Research Alliance 2003; Thomas and Martin 2006). In fact, the findings
support the notion that “parts of the Net will soon develop into a new ‘improved’ underworld”
where criminals can obtain all manner of resources and engage in crimes (Mann and Sutton
1998: 225). At the same time, these forums were largely unregulated, and participants engaged
in transactions at their own risk (see also Franklin et al. 2007; Thomas and Martin 2006). The
normative orders that structure relationships between buyers and sellers in these forums also
emphasized the lack of formal controls over actor behavior. Price, customer service, and trust
affect the likelihood that an individual may purchase goods from a seller, but do not eliminate
the risk or likelihood of loss.

As a consequence, the cybercrime markets identified in this study share some similarities
with real world stolen goods markets. Specifically, sellers received a small portion of the true

value of the services and information that they offered, as with goods stolen in the real world
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(see Schneider 2005; Stevenson et al. 2001). For example, a credit card or electronic account
may contain thousands of dollars, though the average price for these items on the open market
were very low, comprising a small percentage of its overall worth. Similarly, an individual can
spend a few dollars on a crypting program that will enable the spread of a piece of malicious
software on thousands of machines. Thus, the value of resources in these forums appears to be
derived more from the information connected to the account or the utility of a service, rather than
its monetary value. As a consequence, malware, databases, and information appear to be
commodities in the Russian hacker community that are impacted by market forces and
competition. This enables individuals to engage in cybercrimes that have a significant economic
impact at an extremely low cost.

Exploring these markets also illustrates the significant and changing threat that
cybercrime victimization poses for individuals around the world. The advertisements provided
by DDoS sellers and iframe traders suggest that victim computers exist globally and may
unwittingly be used in the facilitation of spam and other crimes (see also Franklin et al. 2007,
Honeynet Research Alliance 2003; Thomas and Martin 2006). The presence of stolen identity
information indicates that financial fraud is a small, but related problem in the malware market
as well. These results indicate that offenders can victimize large populations regardless of
geographic boundaries and those affected may have no knowledge that their computers or
information have been compromised. As a result, there is a need to develop strategies to reduce
both the proliferation of botnets and the markets that facilitate cybercrime.

B. Implications for Policy and Practice
One of the most important policy implications of this study is the significant threat that

botnets play in cybercrime. The bot analyses demonstrated that command and control servers
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were spread around the globe and the infections may not be easily identified by end users due to
the variety of system changes caused by the bot. This study found that the bots were primarily
used for scanning and attacking purposes. Additionally, the forum analyses indicated that bot
masters realize the value of their infrastructure and offered services enabled by their botnets to
engage in cybercrime for profit. Bots are, however, part of a wider spectrum of malware as
noted in the threads from the forums examined in this study. As a result, any attempt to
effectively reduce or impact the creation and use of botnets specifically, and cybercrime
generally, will require a combination of both technological solutions and traditional policing
practices.

The relationships between the cybercrime market and other real world criminal markets
suggests that principals of situational crime prevention (Clarke 1983, 1995, 1997; Clarke and
Eck 2007; Newman and Clarke 2003) and intelligence-led policing (McGarrell, Freilich, and
Chermak 2007) may be useful in affecting cybercrime. For example, actively collecting and
running malware in an emulated computing environment like a honeynet can enable law
enforcement agencies to understand the nature, functionality, and structure of a botnet active in
the wild. The information generated from this sort of analysis has tactical value, as individuals
can obtain the location of a command and control server. If the server is hosted in the U.S.,
federal law enforcement agencies can notify the owner and request the server be shut down, or
monitor the channel to gather further information. This sort of information gathering could
prove invaluable to develop cases against bot masters, and potentially successful prosecutions
given the number of channels hosted in the U.S. If a botnet is controlled from a foreign nation,
this may decrease the likelihood of developing a successful prosecution (see Brenner 2008). At

the same time, documenting the global scope of the botnet threat may stimulate relationships and
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discussion with other nations on the problem of cybercrime, and the need for increased law
enforcement collaboration.

The forums identified in this study also provide a platform for botherders to lease their
botnets for various services. Therefore, it is critical that these sites play a key role in law
enforcement investigations. The participants and exchanges observed suggest that cybercrime
markets are structured much like real world drug (Harocopos and Hough 2005; Jacobs 1999,
2000; Jacobs et al. 2000) and stolen goods markets (Cromwell et al. 1991, 1993; Schneider 2005;
Stevenson et al. 2001; Wright and Decker 1994). In turn, the same policing strategies may be
employed to investigate, disrupt, and reduce their presence on-line (see also Newman and Clarke
2003; Taylor et al. 2006). For example, it is clear that law enforcement agencies have developed
undercover investigations to penetrate and purchase goods in web forums to develop criminal
cases against these actors (Brenner 2008). The market forces and structures identified in this
study can be used as a roadmap for federal law enforcement to infiltrate the market with reduced
likelihood of detection. Undercover agents can create fictitious identities and use these covers to
register in multiple forums. The findings from this study can be used by agents to more rapidly
conform to the behaviors and processes of the market to identify key buyers and sellers. This
will facilitate the collection of actionable intelligence, and the development of behavioral
profiles for key buyers and sellers (see also McGarrell et al. 2007).

The data generated from these investigations can also be used to conduct stings to affect
both buyers and sellers in these markets. Specifically, undercover agents can purchase a good or
service from a seller and use this as a means to build a case against the individual and any of
their known associates. Arrests of single individuals in street crimes, however, appear to have

little impact on the operations of open air markets due to the freelance nature of sales and the
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range of available locations to sell products (see Harocopos and Hough 2005; Jacobs 1996). If
these principals apply to the cybercrime market, then arresting agencies may be better served
using potential charges as a means to encourage cooperation from the offender in order to create
a larger case against multiple sellers in a single forum, or across multiple sites. This would make
a greater impact on the supply side of the cybercrime market than may otherwise be observed
with single arrests.

Targeting specific providers within cybercrime markets can also be used as a means to
stem the use and spread of active botnets. For example, undercover investigations of DDoS
service providers can be used to map the location of zombie nodes and the scope of a botnet.
This study found DDoS service providers offered to attack services at low prices in forums
across this sample. Federal law enforcement agencies could establish simple websites hosted on
a public or protected network and hire a DDoS service provider to attack the site, and then
analyze the attack traffic using log files obtained from the server. This data would provide
information on the location of zombie nodes, and allow affected computer owners and Internet
Service Providers to be notified of the infection and given tools to remediate the problem.
Additionally, the DDoS service provider can be charged with violations of the Computer Fraud
and Abuse Act and other related legal statutes depending on their country of origin (Brenner
2008). Such a measure would help to destabilize botnet infrastructures, thereby weakening their
use in various forms of cybercrime. Repeated investigations may also deter individuals from
offering these services due to the perceived risk of detection or arrest.

The use of “reverse stings” against buyers may also be effective to impact the demand
side of the cybercrime market (see Newman and Clarke 2003). Undercover agents working in

conjunction with financial institutions could sell falsified credit card numbers to interested
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parties in a forum. These numbers could be flagged by the financial institution as stolen, and
monitored for any attempts to check or use the accounts. Alternatively, officers could attempt to
sell a polymorphic engine or cryptor and identify and develop a case against an individual for
attempting to engage in violations of various legal statutes. Any malware would have to be
carefully configured to not operate properly so as to keep the buyers from using the program to
engage in attacks. Such an action may, however, lead to bad reviews and force an undercover
identity out of the market. This may stimulate arguments and help create infighting and mistrust
in the market (see Franklin et al. 2007). Furthermore, the cases that could be developed may
help to remove multiple buyers from the market and spread fear over purchasing goods in the
open market. It must be noted that any reverse sting must be developed in conjunction with legal
counsel to ensure that the potential for entrapment is low and effectively managed (Newman and
Clarke 2003).

The strategies outlined above may prove useful in affecting key players within malware
markets, but may displace participants into more carefully concealed and protected websites and
on-line locations (see Franklin et al. 2007). This may unintentionally make the investigation of
cybercrime more difficult and limit the likelihood of detection and successful prosecutions.
Thus, there may be some practicality in attempting to disrupt these markets through surreptitious
use of the social processes that undergird the forums (Franklin et al. 2007). In particular, trust
between participants is critical to establish an individual’s reputation, and maintain customers.
When an individual is accused of cheating, the exchanges can become heated and lead to
disruption and reduced social cohesion. Undercover agents operating under false identities in the
forums could make comments about the quality of a product or a seller’s actions. Posting bad

reviews could affect a seller’s reputation and, if repeated often, may lead to mistrust among
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participants and network disruption. This sort of “slander attack” strategy poses less direct risk
of detection and legal challenges for law enforcement, though it may lead to a user account being
closed and banned (see Franklin et al. 2007). Thus, considering the use of informal social
processes may prove useful in affecting the organization and relationships that undergird the
cybercrime market without the need for legal interventions.

All of these investigative techniques outlined above require a significant financial
investment in federal law enforcement resources. It is imperative that increased financial
resources be allocated to the Federal Bureau of Investigation, Secret Service, and other federal
agencies to more effectively combat the problem of cybercrime. For example, the language
barriers identified in the cybercrime markets indicate the need for language training and
translation services to properly investigate websites and forum content. Additionally, funds are
needed to engage in undercover purchases of malicious software and hacking services to build
cases against cybercriminals. The computer and communications technologies necessary to
properly investigate cybercrimes also require significant financial investment. Thus, greater
resources must be allocated at the federal level to improve their capacity to investigate
cybercrimes.

There is also a need for increased international collaboration in law enforcement agencies
to improve the response to cybercrime. The use of the Russian language in all of these forums,
coupled with the presence of job postings for positions in Russia and Eastern Europe, suggests
that the participants in these forums are either living in Russia or are Russian speakers living
abroad. In addition, several web hosting providers noted that their servers resided in Malaysia or
other parts of Asia. The Command and Control servers identified in the bots analyzed in this

study also appeared to reside in Hungary, France, Malaysia, and China. Therefore, it is
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necessary that the Department of Justice and other federal law enforcement agencies around the
globe carefully consider and develop improved extradition treaties and cooperative frameworks
to ensure improved relationships with agencies such as the Russian FSB (see Brenner 2008; Wall
2007).

Another important policy implication is the need for more stringent legal frameworks to
prosecute the creators of malicious software and individuals who sell access to these tools.

There are several laws in the United States pertaining to computer intrusions, identity theft, spam
distribution, and intellectual property theft. The existing statutes do not, however, provide
punitive sanctions for the sale of malicious software, or of identity information (see Brenner
2008; Wall 2007). Creating statutes that clearly elaborate these crimes can improve the ability of
law enforcement and prosecutors to build cases targeting these actors. In turn, this may help to
increase the risks of cybercrime for actors and improve the power of federal prosecutors to
pursue cybercrime investigations.

Finally, the victims of malicious software infections and attacks play an important role in
the prevention of cybercrime. Zombie machines, compromised servers, and web pages facilitate
a variety of cybercrimes. System administrators, Internet Service Providers (ISPs), and home
computer users must take care to act as place mangers to prevent or mitigate infections and
protect their machines (see also Brenner 2008; Newman and Clarke 2003). This is challenging
given the prominence of encryption tools and binders that allow malware to obviate antivirus
programs and other protective software in place in large hosting companies. The volume of
traffic that ISPs and corporate security professionals must deal with also complicates the
identification of questionable or malicious traffic (see Brenner 2008; Newman and Clarke 2003).

Thus, there is also a need to develop better sensor technology and resources to facilitate the
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identification of malware on servers and malicious traffic from nodes under the control of a
service provider or corporation. In addition, increased relationships between service providers
and law enforcement may facilitate higher levels of reporting infections and cooperation during
investigations.

There is also a need for improved awareness among home computer users who do not
necessarily have a strong grasp of basic computer security principals (see Brenner 2008; Wall
2007). A home computer may be more likely to be infected as end users do not adequately
protect their systems from compromise (see PandaLabs 2007). One way to affect this problem
may be through public awareness campaigns targeted to ensure that home users understand the
potential vectors for malware infection and the importance of owning, updating, and regularly
using protective software. These measures may help to destabilize botnets and the platforms that
engender spam and identity theft by increasing an offender’s risk of detection and reducing the
likelihood of successful infections.

It is important to note the limitations of this study. The bots analyzed in this research
were not necessarily as functional as other bots examined by researchers (see Bacher et al. 2005;
Dagon et al. 2007; Rajab et al. 2006). This may be a function of the random sample of bots that
were captured, or a result of short lived command and control structures. Other bots were
examined, though the findings were not presented here as the data were lost due to a cataclysmic
system error. Regardless, the weak findings presented here are a sharp contrast to some other
research on botnets (see Bacher et al. 2005; Karasaridis et al. 2007; Rajab et al. 2006). As a
consequence, this suggests that while some bots are extremely large and high functioning, others
are less successful in the wild. Further research is needed to identify any changes in the behavior

of bot programs in different environments outside of honeynet testbeds.
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Additionally, the bot analyses presented here are constrained to one period of time during
2007. Given the rapid adoption and innovation of malware and tools across the hacker
community (see Brenner 2008; Holt and Kilger 2008), these findings may not be generalizable to
bots currently circulating on-line. Further research is needed to consider the function of bots in
the wild at multiple points in time. Such longitudinal research can improve our understanding of
malware, and identify solutions to mitigate this problem.

There are also several limitations within the qualitative analyses that must be discussed.
First, publicly accessible forums were used, enabling any individual to access the forum content.
The content of these forums may be different from the exchanges that take place in private
forums that require registration in order to access the content. The resources sold in this sample
of forums may also be different from the tools used by hackers in other countries, such as
Germany, China, and Brazil. Thus, the findings of this study may not be generalizable to closed
forums and communities across the world.

Additionally, this analysis utilized a small sample of the threads from each forum. The
difficulties in translating large amounts of data from Russian to English limited the number of
threads that could be analyzed. There may be further malicious content that was not identified or
additional normative orders that were not uncovered between participants in this sample of
threads. Further data translation and analysis is necessary in order to expand this sample beyond
the subset of threads used in this analysis.

C. Implications for Further Research

Taken as a whole, there is a need for greater exploration of botnets and the forums that

facilitate the sale and distribution of malicious software. Specifically, researchers must continue

to capture and examine bots and other forms of malware to understand how the utility of these
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programs change over time and uncover trends in the location and function of malware. This
research can facilitate the creation of improved signatures to detect malware through antivirus
programs, as well as the development of other technological means to defeat botnets in the wild.

Future research is also needed using a sample of threads from closed forums that require
registration in order to consider the malware and products that are available. The findings can
provide important insights into the variation of products and prices sold across open and closed
forums in the active hacker community. Such analyses may also shed light on any differences in
the relationships between buyers and sellers in more trusted environments. Future studies should
also sample hacker forums in other nations and languages to document any regional variation in
the tools and techniques common across hacker communities. Longitudinal studies of the market
could also expand our understanding of the speed that exploits are identified and weaponized by
hackers. Economic analyses of the costs and return on investment of malware and cybercrime
services could also expand our knowledge of the true cost of cybercrime for both victims and
offenders.

Given the implications of this study for law enforcement policy and procedure, future
research is needed to evaluate the success of intervention strategies used to affect cybercrime.
There are myriad studies considering the impact of traditional and experimental policing
strategies on a variety of street crimes, including prostitution (Scott and Dedel 2006), drug
markets (Harocopos and Hughes 2005), and other forms of offending (Clarke 1997; Clarke and
Eck 2007). Few studies have considered or evaluated best practices, displacement affects, and
the overall impact of law enforcement cybercrime investigation techniques. Evaluations of
cybercrime interventions are needed to provide guidance on the strategic and tactical value of

policing methods to affect rates of cybercrime.
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Criminological collaborations with other disciplines can also greatly improve our
understanding of both the methods of cybercriminals and means of preventing these offenses.
For example, linguistic analyses of forum content could be used to generate demographic
information about the participants, and expand our knowledge of the background of the market
actors. Computer science and information security perspectives should also be incorporated into
criminological analyses in order to better identify the attack methods that facilitate malware
infections and the spread of botnets. Such collaborative research can lead to the creation of
technological and social solutions to reduce the likelihood of infection, and destabilize the
market for malware and stolen information. In addition, criminological and information security
collaborations may lead to software that can be used to surreptitiously monitor stolen data
markets and increase our awareness of their prevalence on-line. Such research is critical to
improve our knowledge of the role of the Internet as a conduit for crime, and the parallels

between cybercrimes and real world offending.
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APPENDIX 1: FINDINGS OF BOT ANALYSES

Bot 1

MD5: e957108fbf8dff68195547316f98abee
Period: 04/30/2007 — 05/11/2007

AV Description

Symantec: W32.Spybot.Worm (Worm.SdBot-500224)

Bot System Interaction

Tried to connect to zynus.myip.hu and danger.eternal-irc.net
File Report

1 file wasadded

1 DLL was removed: CLUSAPI.dII
12 DLLs were loaded

Services Report
None Reported
Registry Report
None Reported

Observed Traffic

Consists mostly of ircd SYN requests to 1 IP: 218.38.18.23, the only DNS
request

14

(o]



70.62.199.226 initiated DCOM create object instance

request
30 229.681521 70.62.199.226 70.63.100.149 TCP 30656 > loc-srv [ACK] Seq=1 Ack=1 Win=17520 Len=0
33 220.736373 70.62.199.226 70.63.100.149 TCP [TCP segment of a reassembled PDU]

35 225.735006 70.63.100.149 70.62.198.226 loc-srv > 230656 [ACK] Seq=61 Ack=1777 Win=17520 L

38 229.780957 70.63.100.149 F0.62.199.226 TCP loc-srv = 30656 [ACK] Seq=94 Ack=1778 Win=17520 L
A0 229.785003 7J0.62.199.226 70.63.100.149 TCP 30656 > Lloc-srv [ACK] Seq=1778 Ack=094 Win=17428 L
Repeated attempts to set up NetBIOS session from
70.63.236.30

111 844.537899 70.63.236.30

120 B47.197711 70.63.235.30 70.63.100.148 TCP 2216 = netbios-ssn [ACK] Seq=1 Ack=1 Win=65535 Len=0 T
| 121 847.201388 70.63.2356.30 70.63.100.149 MNBSS Session request, to *SMBSERVER=20= from GAMBOAMAN<CO= |
122 847.201687 70.63.100.149 70.63.236.30 NBSS MNegative session response, Not listening on called nam
123 B47.229718 70.63.236.30 70.63.100.148 TCP 2216 = netbios-ssn [ACK] Seq=73 Ack=7 Win=65530 Len=0 °

125 B47.233720 70.63.100.149

70.63.236.30

Additional Information

DNS Queries: 218.38.18.23
Corresponding whois record:
Registered to:
bloodcrew (BLOODCREW4-HOLDER)
W4152 Wendy Ln
Fond du LaC, WI 54935, US
Domain Name: BLOODCREW.NET
Registered through: 1stDomain.net
Administrative Contact, Technical Contact, Zone Contact:
Ann Harshbarger (ANHA2109F) upol4you@yahoo.com
W4152 Wendy Ln
Fond du Lac, WI 54935, US
+920-923-1784
Billing Contact:
Valerie Sanchez (VASA2103F) upoldyou@hotmail.com
Sanchez
Bronx, ny 10455, US
+920-923-1784
Domain created: 2005-10-20.
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Domain last updated: 2006-07-12.

Domain expires: 2010-10-20.

Name servers for this domain:

NS2.PMSDNS.ORG 63.101.245.10 (HO113681F)
NS1.PMSDNS.ORG 217.160.246.244 (HO113680F)
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Bot 2

MD5: cdf8c960721ccee3d27773a7e81488
Period: 05/12/2008 — 05/25/2008

AV Description
Symantec: W32.Spybot.Worm
Bot System Interaction

Tried to connect to irc.nerashti.comwith the following channel name and key attribute:
#nerashti# (channel) and spy (key)

File Report

21 Files were changed and
6 Files were added including the infection: C:\WINDOWS\system32\wuaumqrl.exe

DLL Report

21 DLLs were loaded

Services Report

None Reported: System crashed

Registry Report

None Reported: System crashed

Observed Traffic

None: System crashed

Additional Information

Secondary Injectionwas discovered. The file name was spy.exe and its MD5 value was

9aff64aad4d3011e6aaa907b5004d578. The following snapshot shows the first page when we
attempt to access the site: nerashti.com.
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DNS Queries: 66.218.79.147

Corresponding whois record:
OrgName: Yahoo!
OrgID: YAOO
Address: 701 First Ave
City: Sunnyvale
StateProv: CA
PostalCode: 94089
Country: US

y@ym yUC L #(7)01444 0=R2<. 342yUC 2"3?’)377?’)773?’)373?’)373?’)373?’)377?7773?7373?7373?737yA¢"yA G
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Bot 3

MD5: 5313a0dbc6759a6e917930e5f3f7ad56
Period: 05/22/2007 — 05/29/2007

AV Description

Symantec: Worm.SdBot-500224
Bot System Interaction

Tried to connect to zynus.myip.hu and danger.eternal-irc.net
File Report

None Reported

DLL Report

None Reported

Services Report

None Reported

Registry Report

None Reported

Observed Traffic

None Reported

Additional Information

myip.hu is a free domain name registration service in Hungary and
Zynus.myip.hu resolves to 0.0.0.0 after being identified as malicious host.
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3 Flags: Ox8180 (Standard query response, NO error)

Questions: 1
Answer RRs: 1
Authority RRs: 2
Additional RRs: 1
¥ Queries
v zynus.myip.hu: type A, class IN
Name: zynus.myip. hu
Type: A (Host address)
Class: IN (0Ox0001)
¥ ANsWers
b zynus.myip.hu: type A, class IN, addr 0.0.0.0
¥ Authoritative nameservers
p myip.hu: type NS, class IN, ns netstream. hu
p myip.hu: type Ns, class IN, ns ns2.myip.hu

» Additional records o )

DNS Queries: 62.112.194.220
Corresponding whois record:

domain: myip.hu
org: Private person
org: org_name_hun: Marcz Gabor

hun-id: 0991233439
admin-c: 2000773978

tech-c: 2000252017

zone-C: 2000252017
nameserver:  ns.myip.hu
nameserver:  ns2.myip.hu
registered: 2002.12.03 01:00:15
changed:  2008.04.14 08:31:50
registrar: 1000600228

person: Marcz Gabor
address: Kossuth L. 122
address: 7727 Palotabozsok

address: HU
phone: +36 30 314 6575
fax-no:

hun-id: 2000773978

person: Marcz Gabor
address: Kossuth L. 122
address: 7727 Palotabozsok

address: HU

phone: +36 30 314 6575
fax-no:

e-mail:

hun-id: 2000252017

person: Marcz Gabor
address: Kossuth L. 122
address: 7727 Palotabozsok
address: HU
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phone:
fax-no:
hun-id:

org:
org:

address:
address:
address:

phone:
fax-no:
hun-id:

+36 30 314 6575
2000252017

org_name_eng: HW24 Bt.
org_name_hun: HW24 Bt. (Registrar)

Osz u. 133. 3/10

1045 Budapest

HU

+36 1 3903130

+36 1 3903130

1000600228
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Bot 4

MD5: dae674b8e6625268a21324a41debch58
Period: 07/02/2007 — 07/05/2007

AV Description
Symantec: W32.Spybot.Worm
Bot System Interaction

Tried to connect to mansql.bsd.st with a higher port number 6667 and following IRC
credentials: ##speed## (Chanel), FAST (Key) and tiesto&edsy (Botmasters).

File Report
4 files were added:
Ehncze.exe
CatRoot2/tmp.edb
RUNDLL32.EXE-160FACFA.pf
NETSTAT.EXE-2B2B4428.pf
DLL Report
None Reported
Services Report
2 new services were started:
Telephony Service was triggered and Remote Access Connection Manager was also initiated
which is dependent on the Telephony service. Telephony service may control all dial-up activity
and some cable/DSL activity.
Registry Report
None Reported
Observed Traffic

The following IRC traffic was observed:

NICK [XP]|7528552201651728
USER dcoimkjdtdorexuran 0 0 :[XP]|7528552201651728
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:Army.34045.0rg 002 [XP]|7528552201651728 :Your host is Army.34045.0rg, running
version Unr3414stic(ArmyNetOwnz)

:Army.34045.0org 003 [XP]|7528552201651728 : This server was created Sat Dec 4
17:34:45 2004

USERHOST [XP]|7528552201651728

:[XP]|7528552201651728 MODE [XP]|7528552201651728 :+iwp

MODE [XP]|7528552201651728 -x+Bi

JOIN ##speed## FAST

:[XP]|7528552201651728 MODE [XP]|7528552201651728 :+B
:[XP]|7528552201651728!~dcoimkjdt@rrcs-70-63-100-149.midsouth.biz.rr.com JOIN
Htspeed##

:Army.34045.0rg 332 [XP]|7528552201651728 ##speed## :.remove -r
:Army.34045.0rg 302 [XP]|7528552201651728
:[XP]|7528552201651728=+~dcoimkjdt@rrcs-70-63-100-149.midsouth.biz.rr.com
PRIVMSG ##speed## :[SCAN]: Random Port Scan started on 70.63.X.x:2967 with a
delay of 5 seconds for 800 minutes using 100 threads.

PRIVMSG #i#speed## :[SCAN]: Random Port Scan started on 70.63.x.x:139 with a delay
of 5 seconds for 800 minutes using 100 threads.

PING :Army.34045.org
PONG :Army.34045.0rg

Additional Information

The identified ehncze.exe was started. It was used for port scanning and attempted to make a
remote connection using the Telephony/RACM services.

DNS Queries: 209.63.212.17

Corresponding whois record:

OrgName: Electric Lightwave Inc
OrglID:ELIX

Address: 4400 NE 77th Ave

City: Vancouver

StateProv: WA

PostalCode: 98662

Country: usS

NetRange: 209.63.0.0 - 209.63.255.255
CIDR: 209.63.0.0/16

NetName: NETBLK-ELI-NETBLK?
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Bot 5

MD5: 9645b82cc3db9cf14419d9433203b983
Period: 07/09/2007 — 07/12/2007

AV Description
Symantec: Trojan.SdBot-6530
Bot System Interaction

Tried to connect to w.rtsfgwg.org with following IRC credentials: ##waj## (Channel) and
p00n3d (Key)

File Report

4 files were added:
C:\WINDOWS\system32\dllcache\dsrss.exe
C:\WINDOWS\CatRoot2\tmp.edb
C:\WINDOWS\prefetch\RUNDLL32.EXE-2B55B9B2.pf
C:\WINDOWS\prefetch\DSRSS.EXE-39BA95C9.pf

DLL Report
None Reported
Services Report

4 services were stopped and 3 new services were started.

e Firewall/Internet Connection Sharing was stopped
Security Center was stopped and the configuration was changed from auto to disabled
Application Layer Gateway was stopped
Remote Registry was stopped and the configuration was changed from auto to disabled
Service dsrss was started, which was added as a prefetch file
Telephony service was started and Remote Access Connection Manager was started

Observed Traffic
The following IRC traffic was observed:
PASS r0flcOmz

NICK [00|USA|609912]
USER XP-2946 * 0 :OWNER-SKT30L1TV
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:psyBNC 001 [00|USA|609912] :MySQL [00|USA|609912]!~XP-2946@rrcs-70-63-100-
148.midsouth.biz.rr.com

:psyBNC 376 [00|USA|609912] :

:[00|JUSA|609912] MODE [00|JUSA|609912] :+i

MODE [00|USA|609912] -x+i

JOIN #waj# p00n3d
:[00|JUSA|609912]!~XP-2946@rrcs-70-63-100-148.midsouth.biz.rr.com JOIN :#waj#
:psyBNC 332 [00|USA|609912] #waj# :

It kill all -s|

Isftp 129.93.14.72 2755 1 1 zel.exe -S|

lasc sym 30 30 -c -5|

lascnetapi 30 30 -c -3|

lasc dcom139 30 3 0 -c -

lasc asn445 30 3 0 -c -s|

lasc rpc135 30 3 0 -c -

lit.wget -S|

lit.wget http://www.californiasaabs.com/bb2.exe c:\sdsed.exe r

:psyBNC 333 [00|USA|609912] #waj# 10:30 PM 1183993307

:psyBNC 366 [00|USA|609912] #waj# :End of /NAMES list.

MODE #waj#

PRIVMSG #waj# :. DOWNLOAD :: . Bad URL or DNS Error, error: <12002>

Additional Information

1 secondary injection was downloaded from #waj# channel. The source of the downloaded
executable is_http://www.californaisaabs.com/bb2.exe .

It seems to be a legitimate site unknowingly running an IRC server.
— South Bay Saabs

— 20555 Hawthorne Blvd.

— Torrance, CA 90503

— Phone: 800.504.4620

— Fax: 310.371.6150
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http://www.californaisaabs.com/bb2.exe

DNS Queries: 74.52.234.114 (w.rtsfgwq.org) and 216.55.186.52 (californiasaabs.com)

Corresponding whois records:
74.52.234.114
OrgName: ThePlanet.com Internet Services, Inc.
OrglD:  TPCM
Address: 1333 North Stemmons Freeway
Address:  Suite 110
City: Dallas
StateProv: TX
PostalCode: 75207
Country: US
NetRange: 74.52.0.0 - 74.54.255.255
CIDR: 74.52.0.0/15, 74.54.0.0/16
NameServer: NS1.THEPLANET.COM
NameServer: NS2.THEPLANET.COM
Comment:
RegDate: 2006-02-17
Updated: 2007-07-11

216.55.186.52

OrgName: Abacus America Inc.
OrglD:  ABAC

Address: 10350 Barnes Canyon Rd.
City:  San Diego

StateProv: CA

PostalCode: 92121

Country: US

NetRange: 216.55.128.0 - 216.55.191.255
CIDR:  216.55.128.0/18
NameServer: NS1.ABAC.COM
NameServer: NS2.ABAC.COM
RegDate: 1999-05-28

Updated: 2000-11-02
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Bot 6

MD5:9f2aae0d6420b6be80b8bc0f57f76183

Period: 07/16/2007 — 07/23/2007

AV Description

None

Bot System Interaction

Tried to connect to xx.ka3ek.com for IRC botnet traffic.

File Report

1 file was added:

C:\Windows\system32\spoolsv.exe

spoolsv.exe (a.k.a. W32.Linkbot.M) is a worm that exploits the Microsoft Windows LSASS
Buffer Overrun Vulnerability (BID 10108) in order to propagate. It also creates a back door on
the compromised computer

DLL Report

7 DLL were loaded and 1 DLL was removed. A list of related DLLs is as follows:
C\WINDOWS\System32\CLUSAPI.dIl was removed from memory.

(Note. Required when running windows SP1 update)
C:AWINDOWS\system32\winmm.dll was loaded into memory.
CA\WINDOWS\system32\wininet.dll was loaded into memory.
C:\WINDOWS\system32\pstorec.dll was loaded into memory.
C:\WINDOWS\System32\zipfldr.dll was loaded into memory.
C:\WINDOWS\system32\mpr.dll was loaded into memory.
C\WINDOWS\system32\psapi.dll was loaded into memory.
C:\WINDOWS\System32\shdocvw.dll was loaded into memory
Services Report
None Reported
Registry Report

None Reported
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Observed Traffic
The following IRC traffic was observed:

USER gxhgezgxhgezgxhgez :cdyotbtpkannjhlv

NICK TdrHImSL

PING :E0116AD4

PONG :E0116AD4

:irc.foonet.com 001 TdrHImMSL :
:TdrHImSL!gxhgez@rrcs-70-63-100-148.midsouth.biz.rr.com

JOIN :#badbotbad

:irc.foonet.com 332 TdrHImMSL #badbotbad :.remove

:irc.foonet.com 333 TdrHImMSL #badbotbadjoeblow 1177950341
:irc.foonet.com 353 TdrHImMSL = #badbotbad : TdrHImMSL @joeblow
:irc.foonet.com 366 TdrHImMSL #badbotbad :End of /NAMES list.
MODE TdrHImSL +xi

:irc.foonet.com NOTICE TdrHImMSL :Setting/removing of usermode(s) 'xpgTds' has been
disabled.

:TdrHImMSL MODE TdrHImMSL :+i

JOIN #last

MODE #badbotbad +smntu
:TdrHImSL!gxhgez@rrcs-70-63-100-148.midsouth.biz.rr.com

JOIN :#last

:irc.foonet.com 353 TdrHImMSL = #last : TdrHImSL

:irc.foonet.com 366 TdrHImMSL #last :End of /NAMES list.
:irc.foonet.com 482 TdrHImMSL #badbotbad :You're not channel operator
MODE #last +smntu

:irc.foonet.com 482 TdrHImMSL #last :You're not channel operator
PING :irc.foonet.com

PONG :irc.foonet.com

Also, UDP traffic with destination port 16390 was received from multiple sources.
In addition, our Sandnet module generated the following IRC traffic from Simulated Internet:

USER qgskepcgskepcqgskepc :akfylkcyzfvotlus

NICK KwGptIxQ

‘MySQL 001 KwGptIxQ :MySQL KwGptIxQ!~KwGptJxQ.5.6.7
‘MySQL 376 KwGptIxQ :

MODE KwGptIxQ +xi

JOIN #last

:KwGptIxQ!x@x.org JOIN :#last

:MySQL 332 KwGptJxQ #last :Itrace 15 120 500

:‘MySQL 333 KwGptJxQ #last a 1181153293

‘MySQL 353 KwGptIxQ @ #last :KwGptIxQ @a @b
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‘MySQL 366 KwGptIxQ #last :End of /NAMES list.
MODE #last +smntu

We also investigated strings from Binary as follows:
Offset  (printable characters > 4)
515936 C:\WINDOWS\System32\ADVAPI132.dll
516464 C:\WINDOWS\system32
527960 Themida
750628 3An internal exception occured (Address: 0x%x)
869684 3Sorry, this application cannot run under a Virtual Machine
750676 Please, contact support@oreans.com. Thank you!
908088 Service Pack 1
918646 spoolsvc.exe
115296 admin$
115912 administrat
115924 administrateur
115780 wwwadmin
120231 kinternet explorer password stealer
121100 passwort
121140 pass=
121156 password=

Additional Information

There existed an open TCP connection between 70.63.100.148:139 and 70.63.191.86:4330 and
the identified worm was installed and executed: C:\WINDOWS\system32\spoolsv.exe (PID:
1572) was started
DNS Queries: 67.43.236.66
Corresponding whois record:
OrgName: GloboTech Communications
OrglD: GLOBO
Address: 20 Rue Deschenes
City: Saint-Quentin
StateProv: NB
PostalCode: ESA-1M1
Country: CA
NetRange: 67.43.224.0 - 67.43.239.255
CIDR:  67.43.224.0/20
NetName: GTCOMM
NetHandle: NET-67-43-224-0-1
NameServer: DNS1.GTCOMM.NET
NameServer: NS1.GTCOMM.NET
Comment: Standard hours are 8am to 9pm AST
Comment: rwhoisl.gtcomm.net port 4321
RegDate: 2004-03-25
Updated: 2004-03-25
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OrgTechHandle: PQU-ARIN
OrgTechName: Quimper, Pierre-Luc
OrgTechPhone: +1-866-802-2200
OrgTechEmail: plquimper@gtcomm.net
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Bot 7

MD5: 94c74a66dd3838f8117601dc86dc7e5a
Period: 07/16/2007 — 07/23/2007

AV Description
ClamAV: TR/CryptExe.A
Bot System Interaction
Tried to connect to nagoo.nagitiriheiwu.netchannel for IRC botnettraffic.
File Report

None Reported

DLL Report

None Reported

Services Report

None Reported

Registry Report

None Reported

Observed Traffic

None Reported
Additional Information

DNS Queries: nagoo.nagitiriheiwu.netchannel was an unregistered domain name so it was not
successful to obtain the corresponding whois record.
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Bot 8

MD5: 5a81bc907a289536818e7a294232e403
Period: 07/17/2007 — 07/23/2007

AV Description
Symantec: backdoor.rbot.xfv
Bot System Interaction

Tried to connect to home.najd.uswith the following IRC credential: #dd (Channel) and dpass
(Key)

File Report

None Reported
DLL Report
None Reported
Services Report
None Reported
Registry Report
None Reported
Observed Traffic

Samba Traffic from the following IP address was observed: 70.63.199.159. Samba is an Open
Source Software suite that provides seamless file and print services to SMB/CIFS clients.

Additional Information

No services or additional traffic discovered due to system crash.
DNS Queries: 207.158.49.42

Corresponding whois record:

OrgName: American Internet Services, LLC.
OrglD:  AMERI-504
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http://home.najd.us/

Address: 9305 Lightwave Ave.
City:  San Diego

StateProv: CA

PostalCode: 92123

Country:  US

ReferralServer: rwhois://rwhois.americanis.net:4321

NetRange: 207.158.0.0 - 207.158.63.255
CIDR: 207.158.0.0/18

OriginAS: AS6130

NetName: AIS-WEST?2

NetHandle: NET-207-158-0-0-1

Parent:. NET-207-0-0-0-0

NetType: Direct Allocation
NameServer: NS1.AMERICANIS.NET
NameServer: NS2. AMERICANIS.NET

Comment: ADDRESSES WITHIN THIS BLOCK ARE NON-PORTABLE.

RegDate: 1996-06-22
Updated: 2008-12-10

OrgAbuseHandle: ABUSE1714-ARIN
OrgAbuseName: Abuse
OrgAbusePhone: +1-858-576-4272
OrgAbuseEmail:

OrgNOCHandle: NOC2657-ARIN
OrgNOCName: NOC
OrgNOCPhone: +1-858-576-4272
OrgNOCEmail:

OrgTechHandle: AIS10-ARIN
OrgTechName: AIS
OrgTechPhone: +1-858-576-4272
OrgTechEmail:

OrgName: Law Office of Walter Maund
OrglD: LOWM

Address: 707 Broadway Stuite 1800
City:  San Diego

StateProv: CA

PostalCode: 92101

Country:  US

NetRange: 207.158.49.40 - 207.158.49.47
CIDR:  207.158.49.40/29
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NetName: ADN-WALTERMAUND-NETBLK
NetHandle: NET-207-158-49-40-1

Parent: NET-207-158-0-0-1

NetType: Reassigned

Comment:

RegDate: 2003-04-04

Updated: 2003-04-04

RNOCHandle: NAM1-ARIN
RNOCName: Montante, Nick Alan
RNOCPhone: +1-858-576-4272
RNOCEmail:

OrgTechHandle: JBO29-ARIN
OrgTechName: Borobia, John
OrgTechPhone: +1-619-234-8261
OrgTechEmail:

== Additional Information From rwhois://rwhois.americanis.net:4321 ==

network:Class-Name:network
network:ID:NETBLK-207.158.49.40/29
network:Auth-Area:207.158.0.0/18
network:Network-Name:22316-207.158.49.40/29
network:IP-Network:207.158.49.40/29
network:IP-Network-Block:207.158.49.40 - 207.158.49.47
network:Organization;1:1D22316
network:Tech-Contact;l:
network:Admin-Contact;l:
network:Created:20051103
network:Updated:20051103
network:Updated-By:

network:Class-Name:network
network:ID:AIS-SDTC-NETBLK-1
network:Auth-Area:207.158.0.0/18
network:Network-Name:1-207.158.0.0/18
network:1P-Network:207.158.0.0/18
network:IP-Network-Block:207.158.0.0 - 207.158.63.255
network:Organization;l:AHL-42
network:Tech-Contact;l:
network:Admin-Contact;l:
network:Created:20050308
network:Updated:20050308
network:Updated-By:
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Bot 9

MD5: 6f485878487dd6c866845736c4977429

Period: 08/21/2007 — 08/26/2007

AV Description

Symantec: Trojan.VVundo. Trojan.VVundo is a component of an adware program that downloads
and displays pop-up advertisements. It is known to be installed by visiting a Web site link
contained in a spammed email.

Bot System Interaction

It seems the following sites are the destination: Fuck.urpal43sourpalhuh.com,
Japan.youngpeyatech.info, Done.blacktiehsbdcs.com

File Report

1 file was added:
C:\Windows\system32\lssas.exe

DLL Report

6 DLLs were loaded. A list of DLLs is as follows:
CAWINDOWS\system32\wininet.dll was loaded into memory.

C:\WINDOWS\system32\pstorec.dll was loaded into memory.
C\WINDOWS\system32\zipfldr.dll was loaded into memory.
C:\WINDOWS\system32\mpr.dll was loaded into memory.
C:\WINDOWS\system32\psapi.dll was loaded into memory.
C:\WINDOWS\system32\shdocvw.dll was loaded into memory.
Services Report

None Reported

Registry Report

None Reported

Observed Traffic

None Reported
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Additional Information

DNS Queries: 67.43.236.98

Corresponding whois record:
OrgName: GloboTech Communications
OrglD: GLOBO
Address: PO Box 1402
City: Saint-Quentin
StateProv: NB
PostalCode: EBA-1A2
Country: CA
NetRange: 67.43.224.0 - 67.43.239.255
CIDR: 67.43.224.0/20
NetName: GTCOMM
NetHandle: NET-67-43-224-0-1
Parent: NET-67-0-0-0-0
NetType: Direct Allocation
NameServer: DNS1.GTCOMM.NET
NameServer: NS1.GTCOMM.NET
Comment: Standard hours are 8am to 9pm AST
Comment: rwhoisl.gtcomm.net port 4321
RegDate: 2004-03-25
Updated: 2004-03-25
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Bot 10

MD5: 2f6abb3f4cfdbce5e85949c06f86elc?2
Period: 10/08/2007 — 10/15/2007

AV Description

Dialer.Trafficjam is a dialer application that dials a premium rate service using a modem .
Bot System Interaction

Tried to connect to Belsim.com andBotprocess angmang.exe was started on the system
File Report

3 files were added

C:\WINDOWS\Prefetch\TRAY .EXE-1461F435.pf was added
C:\WINDOWS\system32\inetsrv\tray.exe was added
Tray.exe is a process belonging to Paragon CD-ROM Emulator. A third party software
vendor. This process has also been associated with a homepage hi-jackerapplication.
Inetsrv directory is home for microsoft 11S server config files such as Metabase.xml,
iisadmin.dll, smtpsvc.dll and more
C:\WINDOWS\Prefetch\RUNDLL32.EXE-264FBB8C.pf was added

DLL Report

10 DLLs were loaded. A list of DLLs is as follows:

CA\WINDOWS\system32\browselc.dll was loaded into memory.
Shell Browser Ul Library: is component of the file that provides functions for the shell
browser interface in Windows.

C:\WINDOWS\system32\odbc32.dll was loaded into memory.
Microsoft Data Access — ODBC: contains functions for the ODBC database query
standard.

C:\WINDOWS\system32\icmp.dll was loaded into memory.
Windows ICMP API: a module used by Windows 2000

C:\WINDOWS\system32\user32.dll was loaded into memory.
Windows User API Client DLL: a module that contains Windows API
functions related the Windows user interface (Window handling, basic Ul
functions).

C:\WINDOWS\system32\MLANG.dll was loaded into memory.

169



Multi Language Support DLL: module that provides multi-language support
functions. It contains functions for translation of current Internet character sets
to Unicode and back.

C:\WINDOWS\system32\wininet.dll was loaded into memory.
Internet Extensions for Win32: is a module that contains Internet-related functions used
by Windows applications. Note: wininet.dll is a process which the Troj/Zlob-AO trojan
tries to disguise itself as under the true process name of %systemroot%\mscornet.exe.
C:\WINDOWS\system32\avicap32.dll was loaded into memory.
Video For Windows API DLL: module that contains functions for the Windows API that
is used to capture AVI movies and video from web cameras and other video hardware.
C:\WINDOWS\System32\zipfldr.dll was loaded into memory.
Compressed (zipped) Folders: is module that handles compressed container.
C:\WINDOWS\system32\Cabinet.dll was loaded into memory.
Microsoft Cabinet File API: module that contains functions used by a cabinet
file API.
C:\WINDOWS\system32\shdocvw.dll was loaded into memory.
Microsoft Shell Doc Object and Control Library: library used by Windows applications
to add basic file and networking operations.

Services Report

None Reported

Registry Report

The following registry information was updated:

...software\Microsoft\Windows\CurrentVersion\Run
“System Tray Monitor” = C:\WINDOWS\SY STEM32\inetsrv\tray.exe

Observed Traffic

From Client
NICK [00][XP][SP2][USA]-252433088.
USER.00:

From Server

sirc.foonet.com 432 [00][XP][SP2][USA]-252433088. :Erroneous
Nickname: Illegal characters

ERROR :Closing Link: [70.63.100.148] (Ping timeout)

Additional Information

The binary executable file appeared to be packed several times. Relevant packer information is
as follows.
Packer Information
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Entry Point:00001000

EP Section:.text

File Offset:00000400

First bytes: B8, D8, 3C, 02

Linker Info:5.12

Subsystem: Win32 GUI
PECompact 2.x -> Jeremy Collake

DNS Queries: 82.165.130.61 (Belsim.com)

Corresponding whois Record:

Server Type: Apache/1.3.33 (Unix)

IP Address: 82.165.130.61

IP Location United States - Schlund + Partner Ag
Response Code: 200

Blacklist Status: Clear

Domain Status: Registered And Active Website
registrant-firstname: Dennis

registrant-lastname: Chen

registrant-organization: Dennis Chen, PL

registrant-street1: 2719 S. Maguire Road
registrant-pcode: 34761

registrant-state: FL

registrant-city: Ocoee

registrant-ccode: us

registrant-phone: +40.76545556
registrant-fax: +40.76545502
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Bot 11

MD5: 2aa59ba4251795deda72738d1c67be7c
Period: 10/16/2007 — 10/29/2007

AV Description

Symantec: W32.IRChot

Also, vulnerabilities were found in SMB by Microsoft: MS05-011, MS05-027.

Server Message Block (SMB) is an application-level network protocol mainly applied to shared
access to files, printers, serial ports, and miscellaneous communications between nodes on a
network. It also provides an authenticated Inter-process communication mechanism. It is mainly
used by Microsoft Windows equipped computers, where it's known simply as "Microsoft
Windows Network™.

Bot System Interaction
Tried to connect to 67.43.236.98
File Report

2 files were added

C:\WINDOWS\system32\csrs.exe
C:\WINDOWS\Prefetch\CSRS.EXE-368A04E2.pf

DLL Report

11 DLLs were loaded. A list of DLLs is as follows:
C:\WINDOWS\system32\browselc.dll was loaded into memory.
Shell Browser Ul Library: is component of the file that provides functions for
the shell browser interface in Windows.
C:\WINDOWS\system32\usbui.dll was loaded into memory.
USB Ul DII: a module that contains application programming interface (API)
functions to manage the Universal Serial Bus User Interface.
C\WINDOWS\system32\MLANG.dIl was loaded into memory.
Multi Language Support DLL: a module that provides multi-language support
functions. It contains functions for translation of current Internet character sets
to Unicode and back.
C\WINDOWS\system32\wzcdlg.dll was loaded into memory.
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Wireless Zero Configuration Service component: a module relating to the
Wireless Zero Configuration Service which is a part of the Microsoft Windows
Operating System
C\WINDOWS\system32\Cabinet.dll was loaded into memory.
Microsoft Cabinet File API: a module that contains functions used by a cabinet file API.
Required for essential applications to work properly.
C:\WINDOWS\system32\wininet.dll was loaded into memory.
Internet Extensions for Win32: is a module that contains Internet-related functions used
by Windows applications. Note: wininet.dll is a process which the Troj/Zlob-AO trojan
tries to disguise itself as under the true process name of %systemroot%\mscornet.exe.
C:\WINDOWS\System32\zipfldr.dll was loaded into memory.
Compressed (zipped) Folders: is module that handles compressed container.
C:\WINDOWS\system32\mpr.dll was loaded into memory.
Multiple Provider Router DLL: a module containing functions used to handle
communication between the Windows operating system and the installed network
providers.
C:\WINDOWS\system32\psapi.dll was loaded into memory.
Process Status Helper: a library file which provides support for process status.
C:\WINDOWS\System32\shdocvw.dll was loaded into memory.
Microsoft Shell Doc Object and Control Library: a library used by Windows applications
to add basic file and networking operations.
CA\WINDOWS\system32\WINHTTP.dIl was loaded into memory.
Windows HTTP Services: a component from the software Microsoft Windows Operating
System version 5.2.0 by Microsoft Corporation

Services Report
None Reported
Registry Report
None Reported
Observed Traffic
Bot traffic

IP Address: 58.61.155.13 -->70.63.100.148
12200 -->webcache8080

12200 --> 8000
12200 --> socks 1080
12200 --> 3128

webcache 8080 --> 12200 [rst, ack]
8000 --> 12200 [rst, ack]
socks 1080 --> 12200 [rst, ack]
3128 --> 12200 [rst, ack]

173



IP Address: 70.62.75.63 --> 70.63.100.148
3904 -->  epmap [syn]
epmap --> 3904 [syn, ack]
3904 -->  epmap [fin, ack]
epmap --> 3904 [ack]
3904 -->  epmap [fin, ack]
epmap --> 3904 [ack]

Additional Information
The binary executable file appeared to be packed. Relevant packer information is as follows.

Packer Information
Entry Point:00003FCC
File Offset:00003FCC
First Bytes:55,8B,EC,B9
Linker Info:2.25
Subsystem:Win32 GUI
Borland Delphi 6.0-7.0

Also, there is no information about the maker of the added file
C:\WINDOWS\system32\csrs.exe. The file is not a Windows core file. The program is not
visible. File csrs.exe is located in the Windows folder, but it is not a Windows core file. csrs.exe
is able to hide itself, monitor applications, record inputs. Therefore the technical security rating
is 66% dangerous.

DNS Queries: 69.14.32.48:5689 (petrosftp.boldlygoingnowhere.org) and 63.208.196.104
(wosten.shacknet.nu)

Corresponding whois Record:

69.14.32.48:5689

OrgName: WideOpenWest LLC

OrglD: WOPW

Address: 1674 Frontenac Rd

City: Naperville

StateProv: IL

PostalCode: 60563

Country: UN

NetRange: 69.14.0.0 - 69.14.255.255
CIDR: 69.14.0.0/16

NetName: WIDEOPENWEST

NetHandle: NET-69-14-0-0-1

Parent: NET-69-0-0-0-0

NetType: Direct Allocation

NameServer: DNS1.WIDEOPENWEST.COM
NameServer: DNS2.WIDEOPENWEST.COM
Comment:
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RegDate: 2002-12-09
Updated: 2003-05-13

63.208.196.104

Technical Contact:

Melvin Foong

Starwing.Nu

12 Jalan USJ 2/4D

Subang Jaya

Selangor 47600

MY

Phone: +60 (03) 7319905 (voice)

58.61.155.13

Hostname:No hostname found
Domain:Unknown

Current reputation: Unverified
Registry: APNI
City:Guangzhou
Region:Guangdong
Country:China

70.62.75.63
Hostname:rrcs-70-62-753.midsouth.biz.rr.com
Domain:rr.com

Current reputation: Malicious

First seen:2007-06-07

Last seen:2007-10-27

Registry:RIPE

City:Wilmington

Region:North Carolina

Country:United States

67.43.236.98

Hostname:No hostname found
Domain:Unknown

Current reputation: Malicious
Registry:RIPE

City:Lachine

Region:Quebec
Country:Canada

In addition, there were several suspicious network connections and domain names:
(1) Network Connections:
connection between 70.63.100.148:123 and *:* was opened.

Network Time Protocol. Provides time synch between computers and
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network systems

connection between 70.63.100.148:137 and *:* was opened.
Msinitnetbios-ns. for browsing, logon sequence, pass-thru validations, printing support,
trust support, WinNT Secure Channel, and WINS registration.Security Concerns: Key
target in auth & DOS attacks.

connection between 70.63.100.148:1900 and *:* was opened.
Ssdp. This UDP port is opened and used by Universal Plug N' Play (UPnP) devices to
receive broadcasted messages from other UPnP devices. UPnP devices broadcast subnet-
wide messages to simultaneously reach all other UPnP devices.

connection between 70.63.100.148:138 and *:* was opened.
NETBIOS Datagram Service. Similar to port 137.

connection between 70.63.100.148:139 and 0.0.0.0:0 was opened.
NetBI10OS services used for directory replication, event viewer, file sharing, logon
sequence, pass-thru validation, performance monitoring, printing, registry editor, server
manager, trusts, user manager, WinNT Diagnostics, and WInNT Secure Channel.

(2) Domain names:
Japan.youngpeyatech.info
Teek.ihshsd8.com
Japan.youngpeyatech.info
Preek.oihduhdd.net
Fuck.urpal43sourpalhuh.com
Teek.ihshsd8.com
Dong.nagitiriheiwu.net
Done.blacktiehsbdcs.com
Done.blacktiehsbdcs.com
Japan.youngpeyatech.info
Italian.swiifatecihno.com
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Bot 12

MD5:0e45505585dd628¢c004166c56e94504b
Period: 11/06/2007 — 11/12/2007

AV Description

Symantec: Trojan.SdBot-6699
Bot System Interaction

Tried to connect to 63.173.172.98
File Report

2 files were added
C:\WINDOWS\system32\Issas.exe was added
Issas.exe isa process which is registered as the
W32.AGOBOT.RL Trojan. This Trojan allows attackers to access your computer from
remote locations, stealing passwords, Internet banking and personal data. This process is
a security risk and should be removed from your system.
C:\WINDOWS\Prefetch\LSSAS.EXE-0670E652.pf was added

DLL Report

C:\WINDOWS\system32\user32.dll was loaded into memory.
Windows User API Client DLL: a module that contains Windows API functions related
the Windows user interface (Window handling, basic Ul functions, and so forth).
C:\WINDOWS\system32\wininet.dll was loaded into memory.
Internet Extensions for Win32: is a module that contains Internet-related functions used
by Windows applications. Note: wininet.dll is a process which the Troj/Zlob-AO trojan
tries to disguise itself as under the true process name of %systemroot%\mscornet.exe.
C:\WINDOWS\system32\pstorec.dll was loaded into memory.
Protected Storage COM interfaces
C:\WINDOWS\system32\psapi.dll was loaded into memory.
Process Status Helper: a library file which provides support for process
status.
C:\WINDOWS\system32\shdocvw.dll was loaded into memory.
Microsoft Shell Doc Object and Control Library: a library used by Windows
applications to add basic file and networking operations.
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CA\WINDOWS\system32\mpr.dll was loaded into memory.
Multiple Provider Router DLL: a module containing functions used to handle
communication between the Windows operating system and the installed network
providers.

Services Report

None Reported

Registry Report

None Reported

Observed Traffic

The following IRC traffic was observed:

IRC Bot Traffic (24.123.184.62->63.173.172.98)

NICK FTTT820283635

USER vnjudhtnn 0 0 :FTTT820283635

PING :365AFB2A

PONG :365AFB2A

JOIN #dddpass

:irc.foonet.com 001 FTTT820283635 :
FTTT820283635!vnjudhtnn@rrcs-24-123-184-62.se.biz.rr.com

JOIN :#badbotbad

:irc.foonet.com 332 FTTT820283635 #badbotbad :.remove
:irc.foonet.com 333 FTTT820283635 #badbothadjoeblow 1193841701
:irc.foonet.com 353 FTTT820283635 = #badbotbad :FTTT820283635 @joeblow
:irc.foonet.com 366 FTTT820283635 #badbotbad :End of /NAMES list.
USERHOST FTTT820283635

MODE FTTT820283635 +x+i

JOIN #dddpass
:FTTT820283635!vnjudhtnn@rrcs-24-123-184-62.se.biz.rr.com

JOIN :#dd

:irc.foonet.com 353 FTTT820283635 = #dd :FTTT820283635
;irc.foonet.com 366 FTTT820283635 #dd :End of /NAMES list.

:irc.foonet.com 302 FTTT820283635 :FTTT820283635=+vnjudhtnn@rrcs-24-123-184-

62.se.biz.rr.com

-irc.foonet.com NOTICE FTTT820283635 :Setting/removing of usermode(s) 'xpqTds'

has been disabled.

:FTTT820283635 MODE FTTT820283635 :+i
PING :irc.foonet.com

PONG :irc.foonet.com



PING :irc.foonet.com
PONG :irc.foonet.com

Additional Information

The binary executable file appeared to be packed. Relevant packer information is as follows.
Packer Information
ASProtect 2.1x SKE ->AlexeySolodovnikov [Overlay]
Entrypoint: 00001000
File Offset: 00000400
First Bytes: 68, 01, 00, 48
Linker Info: 5.16
Subsystem: Win32 GUI

DNS Queries: 63.173.172.98

Corresponding whois record:
Registry:Unknown
City:Sana

Region:no region
Country:Yemen
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Bot 13

MD5: e831bf8201d251bc496402921dfb17f1
Period: 11/26/2007 — 12/03/2007

AV Description

Symantec: Trojan.SdBot-4953
Bot System Interaction
Connected to 207.96.179.121
File Report

2 files were added
C:\WINDOWS\system32\agldoc32.com-up.txt C:\WINDOWS\system32\agldoc32.com

DLL Report

8 DLLs were loaded. A list of DLLs is as follows:
C:\WINDOWS\system32\oleaut32.dll was loaded into memory.
Microsoft OLE DLL.: a library which contains core OLE functions
C:\WINDOWS\system32\odbc32.dll was loaded into memory.
Microsoft Data Access — ODBC: contains functions for the ODBC database
query standard.
C:\WINDOWS\system32\icmp.dll was loaded into memory.
Windows ICMP API: a module used by Windows 2000
C:\WINDOWS\system32\dnsapi.dll was loaded into memory.
DNS Client API DLL: a module that contains functions used by the DNS Client
API
C:\WINDOWS\system32\WS2_32.DLL was loaded into memory.
WinSock 2.0 32bit: File that contains the Windows Sockets API used by most
Internet and network applications to handle network connections.
C:\WINDOWS\system32\wininet.dll was loaded into memory.
Internet Extensions for Win32: is a module that contains Internet-related
functions used by Windows applications.
C:\WINDOWS\system32\shdocvw.dll was loaded into memory.
Microsoft Shell Doc Object and Control Library: library used by Windows
applications to add basic file and networking operations.
C:\WINDOWS\system32\agldoc32.com was loaded into memory.
Rogue DLL: no information was found about this file name
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Services Report

None Reported

Registry Report

The following entry was added: ...software\Microsoft\Windows\CurrentVersion\Run
Observed Traffic

The following IRC traffic was observed:
IP Address: 207.96.179.121
Port: 51115
NICK Q-763598738
USER mvfygniknse 0 0 :Q-763598738
PING :979F42FC
PONG :979F42FC
JOIN #dc dcpass
:irc.foonet.com 001 Q-763598738 :
:Q-763598738!mvfygnikns@rrcs-70-63-100-149.midsouth.biz.rr.com JOIN :#badbotbad
;irc.foonet.com 332 Q-763598738 #badbotbad :.remove
:irc.foonet.com 333 Q-763598738 #badbotbadjoeblow 1195670921
-irc.foonet.com 353 Q-763598738 = #badbotbad :Q-763598738 @joeblow
;irc.foonet.com 366 Q-763598738 #badbotbad :End of /NAMES list.

IP Address: 207.96.179.121

Port: 51115

USERHOST Q-763598738

MODE Q-763598738 -x+i

JOIN #dc dcpass
:Q-763598738!mvfygnikns@rrcs-70-63-100-149.midsouth.biz.rr.com JOIN :#dc
:irc.foonet.com 353 Q-763598738 = #dc :Q-763598738

-irc.foonet.com 366 Q-763598738 #dc :End of /NAMES list.

:irc.foonet.com 302 Q-763598738 :Q-763598738=+mvfygnikns@rrcs-70-63-100-
149.midsouth.biz.rr.com

;irc.foonet.com NOTICE Q-763598738 :Setting/removing of usermode(s) 'xpgTds' has
been disabled.

:Q-763598738 MODE Q-763598738 :+i

PING :irc.foonet.com

PONG :irc.foonet.com

Additional Information
The binary executable file appeared to be packed. Relevant packer information is as follows.

Packer Information
Entry Point: 0010CB23
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EP Section: 3

File Offset: 0001E123

First bytes: E8, 00, 00, 00

Linker Info: 6.0

Subsystem: Win32 GUI

Nothing Found (packer not recognized)

Also, we were able to retrieve the system snapshot after the binary was installed:
Agldoc32 Process Information (Post Installation)
Process ID: 1956
Owner: DELLPC\Administrator

C:

734:

738:

740:

744:

750:

754:

758:

784:

File (RW-) C:\WINDOWS\system32
Section \BaseNamedObjects\C:_Documents and
Settings_Administrator_Local
Settings_History History.IE5_index.dat_32768
File (RW-) C:\Documents and
Settings\Administrator\Local
Settings\History\History.IE5\index.dat
Section \BaseNamedObjects\C:_Documents and
Settings_Administrator_Cookies_index.dat_32768
File (RW-) C:\Documents and
Settings\Administrator\Cookies\index.dat
File (RW-)
C:\WINDOWS\WinSxS\x86_Microsoft.Windows.Common-
Controls_6595b64144ccfldf 6.0.2600.2982_x-ww_ac3f9c03
Section  \BaseNamedObjects\C:_Documents and
Settings_ Administrator_LocalSettings_ Temporary Internet
Files_Content.IE5_index.dat 147456
File (RW-) C:\Documents and
Settings\Administrator\Local
Settings\Temporary Internet Files\Content.IE5\index.dat
File (RW-)
C:\WINDOWS\WinSxS\x86_Microsoft.Windows.Commo
n-Controls_6595b64144ccfldf 6.0.2600.2982 x-ww_ac3f9c03

7CC: File (R--) C:\WINDOWS\system32\agldoc32.com-up.txt
* A thread of this file is also found in the csrss.exe process

Agldoc32 Process Information (Post Restart)
Process ID: 256
Owner: DELLPC\Administrator
4. KeyedEvent\KernelObjects\CritSecOutOfMemoryEvent

8: Directory \KnownDlls

C: File (RW-) C:\Documents and Settings\Administrator
10: Section

14: Directory  \Windows

18: Port
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1C: Key HKLM

20: Event

24: WindowsStation \Windows\WindowStations\WinSta0

28: Desktop  \Default

2C: WindowsStation \Windows\WindowStations\WinSta0

30: File (RW-) C:\WINDOWS\system32

34: File (R--)

38: File (R--) C:\WINDOWS\system32\agldoc32.com-up.txt
* A thread of this file is also found in the csrss.exe process

The identified text file included the following information.
C:\WINDOWS\system32\agldoc32.com-up.txt
“windows error : An attempt was made to move the file pointer before the beginning
of the file at
D:\Projects\My.SRC\Teggo\MoleBox\molebox2\bootup\boxmanager.cpp(283)”

DNS Queries: 207.96.179.121
Corresponding whois Record:

IP Location Canada Joliette Communications Inter-monde
Resolve Host media.intermonde.net

OrgName Videotron Telecom Ltee
Address 2155, boul Pie-1X
StateProv QC

Country CA

Phone 3110710 4444
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